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TRACKING TABLE (For MHCC Use Only) 
MHCC Data Request Number 

Application Received 
Application Approved 

Data Obtained 

INSTRUCTIONS 
This form is required for all Applicants requesting MCDB data. Applicants must also complete all the attachments. The completed 
Application and the Data Management Plan will be used by MHCC to determine whether the request meets the criteria for data release, 
pursuant to COMAR 10.26.06. Incomplete Applications will be returned to the Applicant, and the request will be delayed. All Applications 
require a nonrefundable application fee, payable at the time of submission. 

Where to submit documents:  
• Completed application packages should be scanned and emailed to:  mhcc.datarelease@maryland.gov
• A hard copy Application is acceptable and should be sent, with the application fee, to:

Maryland Health Care Commission 
4160 Patterson Avenue,  
Baltimore, MD 21215,  
ATTN:  MHCC Data Release 

• Please enclose a cover note page that includes the project title, requesting organization’s name, and applicant’s name.
• If an invoice is needed, please send a request to:  mhcc.datarelease@maryland.gov

Note to Applicants:  
• Review data availability and fees
• All Application attachments will be incorporated into the Approved Data Use Agreement (DUA)

Questions?  Email mhcc.datarelease@maryland.gov 

Application for Maryland Medical Care Data Base 

file://adminvm/Users/mnigatu/Data%20Release/Data%20Release%20process%20Improvement/Application%20Development/mhcc.datarelease@maryland.gov
file://adminvm/Users/mnigatu/Data%20Release/Data%20Release%20process%20Improvement/Application%20Development/mhcc.datarelease@maryland.gov
https://mhcc.maryland.gov/mhcc/pages/apcd/apcd_data_release/apcd_data_release_mcdb.aspx
mailto:mhcc.datarelease@maryland.gov
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PROJECT INFORMATION 
Project Title 

Scheduled Project Start Date Scheduled Project End Date 
MHCC Staff Approved Pre-Application Number 
Project Overview: Provide an abstract or brief summary (150 words) of the specific purpose and objectives of the Project.  

Applicant (principal investigator, project manager, individual responsible for the research team using the data) 
Name 
Title 
E-Mail Address
Telephone Number 
Organization Name 
Mailing Address 
City/Town State Zip Code 

Requesting Organization (Agency, Academic Institution, Research Organization, Company, etc.) 
Organization Name 
Website 
E-Mail Address
Telephone Number 
Mailing Address 
City/Town State Zip Code 

Data Custodian (person responsible for receiving, organizing, storing, and archiving data) 
Name 
Title 
E-Mail Address
Telephone Number 
Organization/Company (if different from Requesting Organization) 
Mailing Address 
City/Town State Zip Code 
Relationship to Requesting Organization (e.g., Contractor) 

Project Contact (person responsible for all communications with MHCC) 
Name 
Title 
E-Mail Address
Telephone Number 
Organization Name 
Mailing Address 
City/Town State Zip Code 
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ATTACHMENT A:  SCOPE OF WORK 

1. Project Purpose
a. Describe the specific research question(s) you are trying to answer or problem(s) you are trying to solve with the MCDB

data requested (Please list and number the individual questions), or describe the intended product or report that will be
derived from the requested data.

b. Briefly describe the purpose(s) for which MCDB data are sought.  Use quantitative indicators of public health importance
where possible, for example, variation in costs of care; rates of under or over service utilization; health system
performance measures, the effect of public health initiatives, health insurance, etc.

c. Explain in detail how the planned project that will use MCDB data is in the public interest and give specific examples of
how the project will serves the public interest.

2. Project Methodology
a. Provide a written description of the project methodology, state the project objectives, the protocol, software and/or identify

relevant study questions and analysis method to allow MHCC to understand how the MCDB Data will be used to meet
project objectives or address research questions.
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b. Do you have approval for your project from an Institutional Review Board (IRB)?  All Applicant must obtain review by an
Institutional Review Board that has been or will be recognized by the MHCC.

☐ Yes (attach a copy of the approval to this application)
☐ No

Enter date submitted to IRB  Name of the IRB 

3. Publication and Dissemination
Briefly (1-3 sentences) explain any “Yes” answer.
a. Do you anticipate that the results of your analysis will be published or made publicly available?

☐Yes
☐ No

i. If yes, how do you intend to disseminate the results of the study (e.g., publication in a professional journal, poster
presentation, newsletter, web page, seminar, conference, statistical tabulation, etc.)?

ii. All public displays of MCDB data, regardless of the medium must comply with MCDB’s cell size suppression policy, as
set forth in the Data Use Agreement. Please explain how you will ensure that any public display will not disclose a cell
size (suppression) that is less than 11, and percentages or other mathematical formulas that result in the display of a
cell size (suppression) that is less than 11.

iii. Identify the lowest geographical level of analysis of data you will to present for publication or presentation (e.g., state
level, city/town level, zip code level, etc.). Will maps be presented? What methods will be used to ensure that individuals
cannot be identified?

b. If you answer “yes” to any of the following questions, describe the types of products, software, services, or tools and the
corresponding fees will for such products, software, services, or tools.

i. Will the MCDB data be used for consulting purposes? ☐Yes ☐ No

ii. Will report(s), website(s) or a statistical tabulation(s) using MCDB data be shared or sold?  ☐ Yes ☐No
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iii. Will a software product using MCDB data be shared or sold?  ☐ Yes ☐ No

iv. Will MCDB data be used as input to develop a product (i.e., severity index tool, a risk adjustment tool, a reference tool,
etc.)?  ☐ Yes ☐ No

v. Will MCDB data be sold or shared in any format not noted above? ☐ Yes ☐ No

If yes, in what format and who are the purchaser of the data?

vi. Will the project result in disclosing MCDB data, or any data derived or extracted from such data, in any paper, report,
website, a statistical tabulation, seminar, or another setting that is not disseminated to the public? ☐ Yes ☐ No

vii. Will the results from the project be used for price transparency? ☐ Yes ☐ No

viii. Will health care providers be individually identified?   ☐ Yes ☐ No. Please describe your protocol for informing health
care providers.
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ATTACHMENT B: MCDB DATASET REQUESTED 

MHCC collects privately insured data (claims and membership), known as the Medical Care Data Base (MCDB), on a quarterly basis from 
life and health insurance carriers, health maintenance organizations (HMOs), third party administrators (TPAs), and pharmacy benefits 
managers (PBMs) that are licensed to do business in Maryland. The MCDB data that is available for release contains eligibility and 
professional, institutional, and pharmacy claims. Starting in 2015, the Medical Care Data Base (MCDB) excludes private plan data for self-
insured ERISA due to the Gobeille v. Liberty Mutual Supreme Court ruling.   

The data which is refreshed and updated annually contains only privately fully-insured and self-insured non-ERISA health insurance plans 
for Maryland and non-Maryland residents. The MCDB comprises of about 90-95% of the privately fully insured market and just about 25% - 
30% of the self-insured market (post-Gobeille, primarily non-ERISA). To determine the years for which data are available check on the 
MHCC website.  That site also contains information about the most current MCDB Release Version and a full list of elements in the release 
including the release record layouts, data dictionaries, and supporting documentation.  

1. Which MCDB files are you requesting?  Provide a brief justification (1-3 sentences) for each one.

Dataset Year(s) 

☐Institutional Claims

☐Professional Claims

☐Pharmacy Claims

☐Member Eligibility

https://mhcc.maryland.gov/mhcc/pages/apcd/apcd_data_release/apcd_data_release_mcdb.aspx
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ATTACHMENT C: ADDITIONAL DATA SOURCES AND LINKAGE 

1. Medicaid Data
Applications for access to Medicaid Managed Care data for studies comparing the privately insured to Medicaid Managed Care
patients can be submitted, but require a separate approval from the Maryland Medicaid Administration. The fields available on the
Medicaid MCO data sets have been aligned with MCDB fields to the extent possible.

a. Indicate whether you are seeking Medicaid data: ☐ Yes ☐ No
b. Do you intend to merge or link MCBD data with Medicaid data? ☐ Yes ☐No

If yes, provide brief justification.

c. Federal law (42 USC 1396a (a) 7) restricts the use of individually identifiable data of Medicaid recipients to uses that
are directly connected to the administration of the Medicaid program. If you are requesting Maryland Medicaid Data,
please describe, in the space below, why your use of the Data meets this requirement.

2. Other Linkages
Data linkage involves combining MCDB data with other data to create a more extensive database for analysis.

1. Do you intend to merge or link MCBD Data with other data?   ☐ Yes ☐ No
If Yes: 

a. What are the files to be linked?

b. Why is this linkage needed?

c. Which MCDB data elements will be linked to the data elements in the external file?

d. What methodology or algorithm will be used to create this match?  If you intend to create a unique
algorithm, please describe how it will link each dataset.
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e. What variables from each of the source files will be included in the final linked analytic file?

2. Explain why the linkages are needed.

3. Describe the specific steps the Organization will take to prevent the identification of individuals in the linked files.
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ATTACHMENT D: DATA MANAGEMENT PLAN 
Certification 

The undersigned certifies and agrees as follows: 

• The data will be used only for approved purposes of analysis and presentation.
• The Organization will comply with all administrative, technical, and procedural policies and physical safeguards

established to protect the confidentiality of the data and to prevent unauthorized access to the data.
• The data will be encrypted at rest and on motion on storage media (backup tapes, local hard drives, network storage, et

al.) with at least an AES-256 standard or stronger.
• The Organization understands and agrees that any intentional breach of confidentiality will result in termination of the

Data Use Agreement.
• Anti-virus software or service is active on any server or endpoint containing the MCDB data.
• Staff with access to PHI or other sensitive data have received all relevant training

The Organization has policies and procedures in place to address: 

• The sharing, transmission, and distribution of PHI
• The physical possession and storage of PHI
• The destruction of PHI upon completion of data use
• Confidentiality agreements with each individuals, including contractors, who will access PHI
• Agreements governing the use and disclosure of PHI with all non-employees who will access PHI

☐ Confirm you certify and agree to the above statement

1. Responsible Individuals
a. Provide the name(s) of custodian responsible for receiving, organizing, storing, or archiving data.

Name 
Title 
E-Mail Address
Telephone Number 
Organization Name 
Mailing Address 
City/Town State Zip Code 

b. Provide the name of the person who will notify MHCC of any breach of the MCDB data, Data Use Agreement or the Data
Management Plan

Name 
Title 
E-Mail Address
Telephone Number 
Organization Name 
Mailing Address 
City/Town State Zip Code 

c. Provide the name of the person responsible for ensuring proper data destruction upon the termination of the Data Use
Agreement, and submission of the Certification of Data Destruction.

Name 
Title 
E-Mail Address
Telephone Number 
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Organization Name 
Mailing Address 
City/Town State Zip Code 

d. Provide the name of the person who will notify MHCC of any project staffing changes, maintain the roster of staff who have
formal, documented permission to access specific files for specific purposes, and ensure that all individuals with access to the
data comply with the Data Use Agreement.

Name 
Title 
E-Mail Address
Telephone Number 
Organization Name 
Mailing Address 
City/Town State Zip Code 

2. Physical Possession and Storage of Data Files
1. List how the data will be stored.

☐Cloud
☐Physical location(s)
☐Both

2. Provide the delivery address for the data, including the location where the data will be stored.
i. Delivery Address

Address 
City/Town 
State Zip Code 

ii. Storage Address
Address 
City/Town 
State Zip Code 

3. Provide the name and address of the Cloud Service Provider
Address 
City/Town 
State Zip Code 

4. Describe the name and data security assessment level of each physical location and the Cloud Service Provider where
the data will be stored. Provide evidence that the proposed computing environment meets or exceeds NIST 800-53v4
security standards. Identify all certifications held by entities that will store or hold data.

a) SOC 2 Type Audit
b) HITRUST Certification
c) ISO 27001 Audit Certification
d) Independent external HIPAA standards Assessment
e) SSAE 16 Overview, and/or
f) FedRAMP Certification
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5. Has each individual who will access the data agreed to the Request Organization’s privacy and security rules when using
MCDB data files?                         ☐ Yes ☐ No

6. Within the last 12 months, has each individual who will access MCDB data received training on the proper handling of
protected health information and/or personal data? ☐ Yes ☐ No. If no provide a brief description of the circumstances
and detail the training that each such person will receive and by what date.

7. Explain the infrastructure (facilities, hardware, software, etc.) that will secure the MCDB data files.

8. Briefly describe the policies and procedures regarding the physical possession and storage of MCDB data files.

9. Briefly describe the system or the process to track the status and roles of the individuals with access to the MCDB data
files.

10. Briefly describe physical and technical safeguards that will be used to protect MCDB data files.

11. Briefly describe how the data will be backed up and how back up files will be managed.

3. Data Sharing, Electronic Transmission, and Distribution
1. Briefly describe the Requesting Organization’s policies and procedures regarding the sharing, transmission, and distribution of

sensitive data files (including Data Sharing Agreements).

2. Describe the Requesting Organization’s policies and procedures be applicable to the physical removal, transport, and
transmission of MCDB data files.
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3. By checking the boxes next to the following statements, you are confirming that the following requirements will be met.
☐ Access to the data will be restricted to authorized users by requiring computer log-on with unique user accounts and
passwords.

For data stored on a network drive and not on your computer hard drive: 
☐Access will be restricted by limiting folder access to approved study staff only.
☐Any data included in the network backup will be encrypted.

For data stored on the local hard drive of a computer: 
☐When not in use, the computer will be locked in a physically secured office, drawer, cabinet or other container to which
access is restricted to authorized study personnel.
☐When not in use, data will be encrypted with a key length of at least 256 bits.

4. Describe the Requesting Organization’s technical safeguards for data access place:

Password protocols: 

Log-on/log-off protocols 

Session time out protocols 

Encryption for data in motion and data at rest 

Antivirus and anti-malware products 

5. If applicable, describe the Requesting Organization’s physical safeguards for data access and check all security features listed
below that are present in the room containing MCDB data files:

☐Recorded video
☐Access log of all individuals entering the room
☐Secure server rack
☐Access control limiting access only to authorized individuals

6. If applicable, identify the data transmission method(s) you plan to use.

☐VPN
☐Secure FTP
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☐Encrypted email delivery system
☐Other, please specify and identify why this meets minimum data security requirements below:

7. Describe the Requesting Organization’s policies and procedures to protect sensitive data files when individual staff members
of project teams (including additional collaborating organizations) terminate their participation on a project.  (May include staff
exit interviews and immediate access termination).

4. Completion of Research Tasks And Data Destruction

Applicant must agree that the MCDB data, all copies and backups must be destroyed immediately after the period of time 
necessary to fulfill the requirements of the data request in accordance with the terms and conditions of the Data Use 
Agreement. All data destruction must follow and conform to NIST Special Publications 800-88, Guidelines for Media 
Sanitization. 

1. Describe the Requesting Organization’s process to complete the Certificate of Data Destruction form and the Requesting
Organization’s policies and procedures to destroy data files upon completion of the project.

2. If a copy of the data is needed to be maintained for a longer period, please provide the reason a longer time period is
necessary.

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-88r1.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-88r1.pdf
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ATTACHMENT E: USE OF CONTRACTORS AND/OR CONSULTANTS (External Entities) 

Provide the following information for all consultant and contractors who will have access to the MCDB data. The Requesting Organization 
must have a written agreement with the contractor/consultant to ensure the use of MCDB data to the approved project(s) of this application 
as well as the privacy and security standards set forth in the Data Use Agreement. MCDB data may not be shared with any third party 
without prior written consent from MHCC, or an amendment to this Application.  

Entity ☐ Contractor ☐ Subcontractor ☐ Consultant
Organization Name 
Title 
Website 
Contact Person 
E-Mail Address
Telephone Number 
Mailing Address 
City/Town State Zip Code 
Term of Contract 

1. Describe the tasks and products assigned to this entity for this project.

2. Describe the qualifications of this entity to perform and complete the tasks.

3. Describe the Requesting Organization’s oversight and monitoring of the activities and actions of this entity for this project, including how
you will ensure the privacy and security of the MCDB data to which the consultant or contractor has access.

4. Will this entity have access to or store the MCDB data at a location other than the data custodian location, off-site server and/or
database?      ☐Yes ☐No.

If yes, a separate Data Management Plan must be completed by this contractor/consultant.

[INSERT A NEW SECTION FOR ADDITIONAL CONTRACTOR/CONSULTANT ENTITIES NEEDED] 
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ATTACHMENT F: APPLICANT QUALIFICATIONS  

 
1. Describe previous experience using claims data. This question should be answered by the primary investigator/project manager 

and should encompass the experience of the entire project team who will be using the data. 

 

2. Resumes/CVs: When submitting your Application package, include résumés or curricula vitae of the principal investigator/project 
manager and any project team with relevant experience 
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ATTACHMENT G: OBLIGATIONS AND ATTESTATION 

ATTESTATION OF APPLICANT 

I, ___________________, Applicant, solemnly affirm under penalties of perjury that the information contained in the Application 
its attachments, and this Attestation, is true and correct to the best of my knowledge, information and belief and that the requested MCDB 
data is the minimum necessary to accomplish the Project.  I accept my obligation to comply with all requirements in this Application and 
attachments, including:  

(1)  Compliance with all data privacy and security obligations; 

(2)  Execution of a Data Use Agreement approved by MHCC-staff prior to receipt of the requested data; 

(3)  Responsibility for assuring that the data has been destroyed at the conclusion of the project in accordance with the terms 
and conditions of the Data Use Agreement; 

(4)  Responsibility for assuring that specified MHCC staff is notified within 30 days when any person who has access to the 
MCDB data is removed from or added to the MHCC-approved Project; 

(5)  Responsibility for assuring that each required report is sent to the MHCC staff within the time period specified in the Data 
Use Agreement; and 

(6)   Continuing compliance with the Data Management Plan. 

Applicant’s signature: 

Printed Name: 
Title: 
Date: 

ATTESTATION OF REQUESTING ORGANIZATION 

I, ______________________, _________ of _____________________, the Requesting Organization in this Application, have 
been duly authorized by the Requesting Organization to execute this attestation on its behalf.  I solemnly affirm under penalties of perjury 
that the information contained in the Application, its attachments, and this Attestation, is true and correct to the best of my knowledge, 
information and belief. 

Signature of authorized 
representative of the 
Requesting Organization: 

Printed Name: 
Title: 
Date: 


	INSTRUCTIONS
	PROJECT INFORMATION
	ATTACHMENT A:  SCOPE OF WORK
	ATTACHMENT C: ADDITIONAL DATA SOURCES AND LINKAGE
	1. Medicaid Data
	2. Other Linkages

	ATTACHMENT D: DATA MANAGEMENT PLAN
	a) SOC 2 Type Audit
	b) HITRUST Certification
	c) ISO 27001 Audit Certification
	d) Independent external HIPAA standards Assessment
	e) SSAE 16 Overview, and/or
	f) FedRAMP Certification
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	ATTACHMENT G: OBLIGATIONS AND ATTESTATION

	MHCC Data Request Number: 
	Application Rece i ved: 
	Application Approved: 
	Data Obta i ned: 
	Project TitleRow1: Advancing Maryland's Statewide Suicide Data Warehouse to Improve Individual and Population-level Mortality Prediction and Prevention
	Scheduled Project Start Date: 1-1-20
	Scheduled Project End Date: 12-31-24
	MHCC Staff Approved PreApplication Number: 
	Project Overview Prov i de an abstract or br i ef summary 150 words of the spec i f i c purpose and ob j ect i ves of the Pro j ectRow1: Despite the loss of over 48k lives a year, suicide death is a rare event and challenging to predict. Additionally, suicide models have mainly focused on predicting attempts rather than deaths. Data linkage is underutilized in suicide death prediction and prevention, leading to our 2018 NIMH funded effort to develop the Maryland Suicide Data Warehouse (MSDW). The aim is to leverage the unique data types linked by MSDW to improve suicide death predictions among a more generalizable patient population.
	Name: Hadi Kharrazi
	Title: Associate Professor / Co-Director
	EMa i l Address: kharrazi@jhu.edu
	Te l ephone Number: 443-287-8264
	Organ i zat i on Name: Center for Population Health IT, Johns Hopkins Bloomberg School of Public Health
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	Z i p Code: 21205
	Organ i zat i on Name_2: Center for Population Health IT, Health Policy and Management Johns Hopkins Bloomberg School of Public Health
	Webs i te: https://www.jhsph.edu/research/centers-and-institutes/johns-hopkins-center-for-population-health-information-technology/
	EMa i l Address_2: elasser1@jhu.edu
	Te l ephone Number_2: 
	Ma i l i ng Address_2: 624 N Broadway, Room 600
	CityTown_2: Baltimore
	State_2: MD
	Z i p Code_2: 21205
	Data Custodian person respons ble for receiv ng organiz ng stor ng and archiv ng data: 
	Name_2: Tom Richards
	Title_2: CPHIT Technology Director
	EMa i l Address_3: tom.richards@jhu.edu
	Te l ephone Number_3: 
	Organ i zat i onCompany  f different from Request ng Organizat on: 
	Ma i l i ng Address_3: 
	CityTown_3: 
	State_3: 
	Z i p Code_3: 
	Re l at i onsh i p to Request i ng Organ i zat i on eg Contractor: 
	Project Contact person respons ble for al communicat ons w th MHCC: 
	Name_3: Elyse Lasser
	Title_3: Research Associate/Center Coordinator
	EMa i l Address_4: elasser1@jhu.edu
	Te l ephone Number_4: 
	Organ i zat i on Name_3: 
	Ma i l i ng Address_4: 624 N Broadway, Room 600
	CityTown_4: Baltimore
	State_4: MD
	Z i p Code_4: 21205
	der: To address the challenges of suicide death prediction, in 2018 NIMH funded our team to develop the Maryland Suicide Data Warehouse (MSDW). The aim was to link a diverse set of data sources and use various layers of risk factors to predict suicide death on a generalizable population. We have since secured additional funding through an R01 grant from NIMH and expanded our aims to include (1) a refresh of existing data and acquiring new data from different sources and replication of descriptive findings, (2) develop and assess hypothesis-driven techniques to predict suicide death, (3) explore hypothesis-generating use cases of the MSDW,and (4) evaluate the generalizability of data sources and methods.
	performance measures the effect of pub: Suicide is the 10th leading cause of death in the US. Despite the loss of over 48k lives a year, suicide death is a rare event and challenging to predict. Moreover, suicide does not have individual risk factors with high positive predictive value for death that are captured in routine clinical data. Thus, studies have often struggled to integrate multiple risk factors to predict suicide death across generalizable patient populations. This has left most research into predicting suicide deaths dependent on models developed for specific subpopulations such as veterans, arm soldiers, and psychiatric patients. The goal of this study is to leverage data from multiple sources including that from the Maryland Health Care Commission, hospital discharges, and office of medical examiner (OCME) data. Linking these data sources will allow for novel secondary data analyses which will enhance our understanding of risk of suicide death and allow outreach and interventions to be deployed in a timely manner. The predictive models could provide insight into the timing and nature of predictors as well as gaps in care.
	how the pro: We have previously shown that linking data is underutilized in youth suicide prevention. Data from payer claims database, mortality data, surveillance data, and electronic health records could be linked to data from suicide prevention efforts to help identify which interventions are most effective in preventing suicidal behaviors, and who benefits from specific interventions and what under what conditions. Our predictive models of suicide death will be in the public domain and can be adopted by various health systems and insurers. 
	pro: Data Sources & Linkage: This is a retrospective study using limited data from various data sources including MHCC MCDB data. We are requesting MCDB (a.k.a., APCD) files at an individual level between 2012 and 2020 for Maryland residents. We understand that 2019 and 2020 data will become available later. CRISP (Maryland’s HIE) will receive the MCDB data (if not already available to them), assign an encrypted research ID (EID), and share a limited dataset with the research team at Johns Hopkins. The limited data will include age in years, dates of service, and census block group information. The research team will not receive any protected health information (PHI) except the limited data. The EID is used by the research team to link MCDB data to OCME (office of medical examiner) records. CRISP has also anonymized and tagged OCME data with EID before sharing it with the research team. The EID will be unique to this study and not linked to other data sources outside of this study. Any PHI data provided to CRISP, including MHCC ID, will be used only by CRISP to identify individuals and assign the appropriate study EID as needed.  

Study Aims & MCDB: This study aims to better identify patients who may commit suicide. We will develop a series of suicide prediction models to achieve this. MCDB data will provide the research team with clinical data (e.g., diagnostic codes, medications, encounters) that have shown to be predictive of suicide death. The limited data elements (i.e., age, dates of encounter, census block group info) are also vital to the construction of the predictive modeling process (e.g., better construct the trajectory of a temporal predictive model; better understand the neighborhood effect on suicide outcome).

Methods: We will compare individuals who have died by suicide to those who have died by other means as specified in the OCME data. We are also requesting the living patients from MHCC to build a complete control population as recommended by the National Institute of Mental Health (NIMH). Having this control population will allow us to develop a more generalizable prediction model. Once the data is linked, we will develop the predictive analytics using statistical approaches to identify suicide deaths.  Using the linked data, we will construct a retrospective case-control study exploring suicide as recorded by the medical examiner and other causes of death. We will first use logistic regression to develop a basic model for suicide risk and compare to other models. We will build the model by using stepwise and LASSO Penalization selection including possible pairwise interactions between variables. Cross-validation will be conducted to fine tune the parameters and avoid over-fitting, especially among the living population. Other more sophisticated models will be used once the data is refreshed and models are explored. Analysis will be stratified by race, sex, insurance type and other attributes as needed.
	Yes attach a copy of the approva: On
	No: Off
	tted to IRB: 2/3/2020
	Name of the IRB: JHSPH IRB 9022/CR699
	Do you ant: Yes
	presentat: The primary approach of disseminating will be through published peer-reviewed manuscripts and conferences. Only aggregated results will be published. Information on individuals will not be publicly shared. Additional aggregate results may be shared with the funding agency (NIMH) as requested per NIH guidelines. 
	cell s: All tables, figures and reporting of results will adhere to a cell suppression size of 10 or fewer individuals. No reporting or public presentation of proportions, percentages or proportional weights will allow inference of a cell size less than 11 individuals for any product of this work, including records from MHCC. Our team will review internal and public work products continually to ensure appropriate cell suppression and all public releases will be reviewed by the principle investigator and an additional team member to ensure compliance.
	cannot be: CRISP will share MCDB data for areas with more than 10 individuals using an encrypted ID associated to each individual. The lowest geographical level will be census block groups (with at least more than 10 individuals). Maps will not include any geographies that may represent less than 10 patients. 
	ces or too: No_3
	W: 
	ng MCDB data be shared or sold: Yes_3
	undefined: Internal reports will be shared with National Institute of Mental Health (NIMH) -- which is an NIH institute. No reports/tabulations will be sold. 
	d: No_5
	undefined_2: 
	etc: No_6
	undefined_3: 
	n any format not noted above: No_7
	W_2: 
	c: No_8
	undefined_4: 
	ce transparency: No_9
	Yes_9: Off
	No P: On
	undefined_5: 
	Inst: On
	YearsInst i tutional Claims: 2012-2020
	i: Institutional claims will be used to assess inpatient care utilization and ED events. Diagnostic and procedure data collected in an inpatient stay are shown to be predictive of suicide death. We understand that 2019 and 2020 are still not available for release.
	i_2: Outpatient services claims will be used to assess standard care utilization for patients of different subpopulations. Diagnostic and procedure data collected in outpatient settings are shown to be predictive of suicide death. We understand that 2019 and 2020 are still not available for release.
	Profess: On
	Profess i ona l C l a i ms: 2012-2020
	Pharmacy Claims: On
	Pharmacy Claims_2: 2012-2020
	undefined_6: Derived measures from pharmacy claims will allow us to assess facets to a patient's care that are otherwise unavailable, like medication adherence and gaps in medication possession. Medication data has also shown to be predictive of suicide death. We understand that 2019 and 2020 are still not available for release.
	Member Eligibility: On
	Member Eligibility_2: 2012-2020
	undefined_7: The member eligibility file will be used to inform and validate demographic attributes to each patient that otherwise may be unavailable. Age and gender will be used as features of predictive models while race/ethnicity will allow us to test for model bias that may result in disparity in performance for minority populations. Tracking enrollment and eligibility for healthcare insurance will be of additional predictive interest. We understand that 2019 and 2020 are still not available for release.
	ng Medicaid data: Yes_10
	th Medicaid data: Yes_11
	If yes prov: A separate request for Medicaid enrollment data is being pursued with the MDH and the Hilltop institute. the MHCC data set will be linked with this export once it has been approved and released through CRISP.
**We have updated our application to include requesting Medicaid data. 
	please descr: The requested data from Medicaid/Hilltop will not include individually identifying information. All patient level identifying information will be removed prior to release from CRISP.
	nk MCBD Data with other data: Yes_12
	a: MCDB data will be primarily linked to OCME data using CRISP hashed/encrypted ID. 

Other external data used in this project (that will not be directly linked with MCDB) include: the Health Services Cost Review Commission (HSCRC), Johns Hopkins Health System, Anne Arundel Medical Center, Peninsula Regional Medical Center, Maryland Department of Health, Veteran's Health Administration of Maryland, and CRISP Insight. 
	b: The external data are required to provide the study team with the outcome of interest (i.e., suicide death determination), control group markers (e.g., other types of death and/or no death at all), and additional predictors (e.g., neighborhood census variables). The diversity of data sources strengthens the case for generalizability in predicting a rare event such as suicide death.
	c_2: We are primarily interested in aggregating observations that inform us of patient diagnoses, medical and psychiatric service codes, and medication records. These MCDB data elements will be linked to OCME data to improve the prediction of suicide deaths.
	algor: We will work closely with CRISP (and MHCC) to assign CRISP EIDs as the primary key to enable linkage of the data sources (e.g., we already have OCME data with CRISP EIDs; i.e., the study IDs). 
	e: We will have multiple analytical files to evaluate the value of various data types in predicting suicide death. The MCDB data will be linked with OCME data, and will include variables such as demographics, diagnoses, procedures, encounters, and medication fill at a patient level (from MCDB) as well as manner of death and medical examiner’s clinical data (from OCME).
	Explain why the: Linkage across the different data sources is the only way to observe course of care and prominent features that are related to risk of suicide death for known instances of suicide. This project is the first application of this kind for the state of Maryland (funded by NIH) and represents one of the most ambitious efforts to predict suicide death in the general population.
	Descr: The data will be stripped by CRISP from essential PHI and only a limited data set will be provided to the research team. The linked files will not be shared with any other research team and will only be used for the purpose of this study. CRISP will also apply additional censoring as directed by MHCC such as limiting the cell size (e.g., geographical areas) to at least 10 individuals. The limited data files, along with CRISP EID, will remain on HIPAA-compliant servers at Johns Hopkins.
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	Title_4: CPHIT Technical Director
	EMa i l Address_5: tom.richards@jhu.edu
	Te l ephone Number_5: 410-955-6491
	Organ i zat i on Name_4: Center for Population Health IT, Johns Hopkins School of Public Health
	Ma i l i ng Address_5: 624 N. Broadway, Hampton House 682
	CityTown_5: Baltimore
	State_5: MD
	Z i p Code_5: 21205
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	Ma i l i ng Address_6: 624 N. Broadway, Hampton House 606
	CityTown_6: Baltimore
	State_6: MD
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	Name_6: Thomas Richards
	Title_6: CPHIT Technical Director
	EMa i l Address_7: tom.richards@jhu.edu
	Te l ephone Number_7: 410-955-6491
	Organ i zat i on Name_6: Center for Population Health IT, Johns Hopkins School of Public Health
	Ma i l i ng Address_7: 624 N.Broadway, Hampton House 682
	CityTown_7: Baltimore
	State_7: MD
	Z i p Code_7: 21205
	Name_7: Hadi Kharrazi
	Title_7: Associate Professor / Co-Director
	EMa i l Address_8: kharrazi@jhu.edu
	Te l ephone Number_8: 443-287-8264
	Organ i zat i on Name_7: Center for Population Health IT, Johns Hopkins School of Public Health
	Ma i l i ng Address_8: 624 N. Broadway, Hampton House 606
	CityTown_8: Baltimore
	State_8: MD
	Z i p Code_8: 21205
	C: Off
	Physical locations: On
	Both: Off
	Address: 624 North Broadway #682
	CityTown_9: Baltimore
	State_9: Maryland
	Z i p Code_9: 21236
	Address_2: JHU Data Center 5801 Smith Avenue Davis Bldg
	CityTown_10: Baltimore
	State_10: Maryland
	Z i p Code_10: 21209
	Address_3: 
	CityTown_11: 
	State_11: 
	Z i p Code_11: 
	f FedRAMP Cert: 
	access the data agreed to the Request Organizat: Yes_13
	Yes_14: On
	No If no prov: Off
	and deta: HIPAA privacy and data management/security training is required annually for all Johns Hopkins employees working directly with patients or patient data.
	7: The data will be housed in the Johns Hopkins Mount Washington Data Center. The Data Center hosts systems in support of JHH clinical systems, JHU student information systems and financial systems for both JHU/JHH. At a glance, the physical infrastructure includes 12K square feet of raised flooring, primary and backup power with 4 generators, FM-200 clean gas fire supression, is staffed 24/7, guarded with card access required, and ingress/egress cameras. The data will be stored on a virtualized windows server based system and on NAS storage in the data center and managed by IT. Data access is controlled through domain group memberships and is restricted to study team members who must be employees of Johns Hopkins. Study team members will access the data using virtual desktops designed specifically for research involving PHI by and maintained by the Hopkins Institute for Clinical and Translation Research and through on campus and office based computers managed by the Bloomberg School of Public Health IT Department. The systems housing and  accessing the data are all behind institutional firewalls, and the data can only be accessed through systems physically located on campus or connected to a campus virtual desktop or office computer through the Hopkins VPN. No data is exposed to the Internet. Analysts use an array of tools including SQL, SAS, R, and Python.
	8: Any data stored on external media is done so only for backup purposes. The media is bitlocker encrypted, locked in a fire safe at CPHIT, and only accessible to the data manager (Thomas Richards). Working data is stored in the data center on NAS and server based drives. No data is removed from NAS or the server. The data center performs snapshot incremental backups twice a day that are retained in the data center for 42 days and then purged. Data other than these backups are purged when required using tools such as bitlocker or sDelete to overwrite the storage space occupied by the data. If it is necessary to physically destroy a drive, the University uses a degausser to render the drive permanently unusable. 
	files: The PI (Hadi Kharrazi) notifies the data manager (Thomas Richards) when a new team member needs access or an existing team member needs a change in access. Roles of read only, read-write, and access only to certain files are defined with Active Domain groups. Team members are placed into appropriate groups after they are approved by the project coordinator (Elyse Lasser), e.g., IRB has approved their access and all training is complete. The data manager manages all groups and permissions to the data.
	10 Br: The data is only housed in the institution's data center unless there are drives supplied by MHCC for data exchange. In that case, those drives are bitlocker encrypted and stored in a fire safe within CPHIT accessible only to the data manager. The data center is located on the Mount Washington campus and is only accessible to data center staff using an access card presented at a guarded station. The premises (both the data center and the fire safe at CPHIT) are observed with security cameras and in guarded buildings. Access to the data is only possible using virtual desktops or office-based and on-campus computers managed by IT.
	11 Br: Raw data provided by MHCC is backed up once to bitlocker encrypted external drives and stored in a fire safe at CPHIT only accessible to the data manager. All other data is housed in the data center and is backed up twice daily and retained in a rolling backup catalog for 42 days after which is is purged. Working data housed in the data center is purged using tools like Bitlocker and sDelete. Once working data is purged, after 42 days all copies of the backups of that data would also be automatically purged.
	sens: CPHIT has the capabilities to receive data files through sFTP transfers, an institutional OneDrive solution approved by the Hopkins Data Trust for exchange of PHI, or other means from data providers.  Once data is here and uploaded to the HIPPA-compliant servers, the CPHIT technical director will link the data to the other data sources using the CRISP encrypted ID.  IRB approved analysts and co-investigators will be allowed access to the data through the SAFE desktop.  No data will be removed from the MTWDC.  JHSPH and CPHIT will enter into a DUA as needed with MHCC to ensure that all parties are in agreement with how the sensitive data files are handled. 
	undefined_8: The data set eventually used for research purposes will be a limited data set including dates, ages, and census block group geography. An encrypted ID from CRISP will be used to link the various data sources including the MHCC data files, but this ID will not be the same as the master patient ID that is used for the operational services that CRISP Provides. If necessary, random study IDs will be created and assigned to patients. Data will not be shared with anyone other than approved researchers and data will not be removed from Johns Hopkins HIPAA-compliant servers. 
	Access to the data w: On
	Access w: On
	Any data: On
	When not: On
	When not_2: On
	Logon: Authentication is through enterprise credentials that require strong passwords that must be changed each 180 days. Multi-factor authentication using the Microsoft Azure authenticator is required for certain access, e.g., VPN and server logon.
	l: Non-virtualized systems are automatically logged off after 30 minutes of inactivity. Virtualized systems are not automatically logged off, but connections to the virtual desktop are canceled after a period of inactivity, and virtual desktops are automatically restarted periodically (approximatley once per week).
	Sess: 30 minute logoff for non-virtualized systems
60 minute inactivity disconnect for virtual desktops
approximately once per week automatic restart of virtual desktops
direct logon to server is not permitted other than to IT staff for maintenance
	Encrypt: Data at rest (e.g. external backup drives and network storage devices) is encrypted using bitlocker full disk encryption (XTS-AES 128bit for NAS and server and AES-CBC 256bit for external backups).
All work is done internally on virtualized systems or locally attached computers, and no data is removed from this environment, so data is not encrypted in motion.
	Ant: All systems are windows based and use Microsoft Security (defender on desktops and security essentials on servers). Some systems also use MalwareBytes as a second level of anti-malware. All systems are behind institutional firewalls that do some enterprise level filtering of malware at the perimeter.
	Recorded v: On
	Access log of a: On
	Secure server rack: On
	Access contro: On
	VPN: On
	Secure FTP: On
	Encrypted ema: On
	Other p: Off
	l_2: 
	undefined_9: Team members are added and removed from projects through an administrative amendment process with the JHSPH IRB.  Tom Richards is provided with names of approved researchers and he provides approval for researchers to access data through the SAFE desktop.  SAFE desktop is accessible through a JhedID.  Jhed ID’s are terminated upon when staff is terminated and individuals will no longer have access to their SAFE desktop unless prior approval is attained. 
	undefined_10: Upon termination or expiration of the project data files will be purged within 30 days. The MTWDC (HIPAA-compliant server) automatically backups and retains the data for 42 days after deletion.  The backups are automatically purged at the end of 42 days.  Tom Richards will confirm that all data is removed after 42 days and will complete the Certificate of Data destruction upon confirmation of deletion
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	and shou: Hadi Kharrazi MHI MD PhD, PI of the project, is the associate director of the Center for Population Health IT (CPHIT) at the Johns Hopkins School of Public Health (JHSPH) with a joint appointment at the Division of Health Science Informatics at the Johns Hopkins School of Medicine. Dr. Kharrazi will supervise the day-to-day operations of the project and will be involved in the completion of all specific aims including dissemination plans. He will also be involved in the technical design, overall data warehouse architecture, and data linkage process of the proposed solutions. Dr. Kharrazi has an extended experience with HIEs, clinical data, predictive modeling, and suicide data sources.
 
 Dr. Hadi Kharrazi and the research team have 15+ years of experience working with confidential data including the HSCRC case mix data at the census block group. Current work involving HSCRC data includes identifying risk of falls in various populations in Maryland. The team also has extensive experience working with CRISP to link data at individual and geographic levels. Dr. Kharrazi and some members of the research team have been working with the Maryland Department of Health and CRISP linking data sources together at an individual level to identify individuals at risk of opioid overdose and overuse.
 
The Johns Hopkins Center for Population Health IT (CPHIT) has years of experience handling large scale data warehouses.  Under the leadership of Dr. Jonathan Weiner and Dr. Kharrazi, we have developed and maintained a database of novel data sources used to predict opioid overdose and overuse.  This project included utilizing a CRISP encrypted ID to link juvenile justice data, HSCRC data, MHCC data, and other data sources.  This data is only available to that specific research team and protected using a similar protocol that we are proposing here.  
 
CPHIT coordinated use of MHCC MCDB data for the Johns Hopkins University for a number of years (certificate of data destruction completed in April 2020) with 2010-2016 MCDB data. Tom Richards served as the data custodian/manager and Elyse Lasser as the project coordinator.
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