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Wearable Technology and HIPAA
WHAT PROVIDERS NEED TO KNOW

DR. GARCIA’S STORY

Dr. Garcia, a primary care provider, stops in to see her last
patient of the day, 55-year-old Diane. Like many of Dr.
Garcia’s patients, Diane owns a smartwatch, which she
connects to a nutrition and fitness app to help stay on track
with her weight loss goals. Diane’s smartwatch recently
detected a series of abnormal pulse rates, which prompted

her to make an appointment with Dr. Garcia.

OVERVIEW

Wearable technology (or wearables) is widely

available and provides a means for consumers WHAT ARE WEARABLES?

to manage their health and wellness outside of

a clinical setting.! Approximately 39 percent of - n -

Americans own a smartwatch or fitness Wearables are electronic devices that people
tracker.” Use of these and other wearables can can wear close to their skin (e.g., wrist-worn
assist health care providers (like Dr. Garcia) fitness trackers, smartwatches, blood pressure
with  patient monitoring,  surveillance, monitors, sensors) that are designed to collect a
diagnosis, treatment plans, and ongoing user’s personal health and exercise data; some

devices have features that allow users to send

management by tracking a wide range of
their electronic data to a health care provider.

biometric data and lifestyle factors (e.g.,

glucose levels, UVA exposure, medication Business Insider, Latest Trends in Medical Monitoring Devices and

Wearable Health Technology, January 2021. Available at:
adherence’ heart rate, blood pressure, bOdy businessinsider.com/wearable-technology-healthcare-medical-
temperature, oxygen saturation, posture, and devices

physical activity).® Certain services, such as
sleep monitoring, weight loss coaching, and fertility insights are available through online apps that can be
purchased or downloaded for free.* The evolving telehealth landscape includes the integration of
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wearables. Data collected and shared using wearables calls to light important privacy and security
considerations for providers and their patients.”

WHEN DOES HIPAA APPLY?

The Health Insurance Portability and Accountability Act of 1996 (HIPAA)® generally provides limited
protection for data collected, analyzed, or shared using a wearable. This includes data that is often
consumer-generated for personal, self-health tracking purposes (like in Diane’s case). HIPAA would apply
when a wearable serves as an extension of services provided by a covered entity (CE)” or business associate
(BA)® and the exchange of data occurs between the CE or BA and the wearable technology company.®* This
exchange includes a data interface with an electronic health record (EHR) system.'> > If Diane’s wearable
data were sent directly to Dr. Garcia’s EHR, then appropriate HIPAA safeguards need to be in place to ensure
the privacy and security of Diane’s protected health information.* *

CYBERSECURITY CONSIDERATIONS

Strong cybersecurity safeguards help keep data secure, including data from wearables that
interface with a practice’s EHR." Recognize and implement cybersecurity best practices to
protect data from all types of cyber-attacks, like phishing, which is most common. Check
out this MHCC flyer for more cybersecurity tips: People: The Frontline of Cybersecurity.

THE FUTURE OF WEARABLES IN CARE DELIVERY

More research on the validity and utility of wearables is
needed; however, some studies show that wearables help
increase patient engagement and give providers more
insight into their patients’ health and wellness outside of
their regularly scheduled visits.'>'” Use of wearables can be
particularly beneficial for patients with chronic conditions
(e.g., diabetes, COPD, cardiovascular disease) who need
help cultivating healthy diet, exercise, sleep, and lifestyle
habits.'® ¥

Some clinical scenarios for use of wearables include:

» Assessing fine motor skills of people with neurological or musculoskeletal impairments®
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» Tracking breathing and oxygen levels, along with environmental factors such as pollen count
(particularly for those with asthma attacks)*

» Detecting and monitoring infectious diseases (e.g., COVID) through cardiovascular metrics,
respiratory rate, temperature, and blood oxygen saturation®

TALKING TO PATIENTS ABOUT WEARABLES

Data from wearables will likely come up in patient conversations, even if your practice hasn’t
created a formal process for receiving or using such data. Consider the following when talking
to patients about wearables:

» Leverage wearables as a patient engagement tool - ask patients what kind of health-
related data they are tracking and what they plan to do with the information?* %

» Explain how wearables can assist with care management by tracking certain health
parameters and identifying when a consultation between a patient and health care
provider may be needed based on patterns and trends in the parameters®

» Encourage patients to read the privacy policy for a wearable or supporting app to
understand how their data will be used; this includes whether data can be sold or
shared without their consent or if they can delete their data”

This MHCC consumer flyer provides helpful tips for patients using wearables:
Data Privacy When Using Wearable Health and Fitness Devices — What Consumers Need to
Know

RESOURCES

Conceptualizing a Data Infrastructure for the Capture, Use, and Sharing of Patient-Generated Health Data in Care

Delivery and Research through 2024

Guidance from the Office of the National Coordinator for Health Information Technology offering
suggested practices and questions to consider for the capture, use, and sharing of PGHD in clinical and
research settings

Patient Generated Health Data: A Closer Look at Privacy and Security Risks, the Current State of Health Care
Cybersecurity, and State-Level Protections

A slide deck prepared by MHCC overviewing the privacy and security landscape of PGHD, information on
cybersecurity and breach trends, and legislation passed in select states to strengthen protections for PGHD

Questions?
Contact: Kelly Scott, Program Manager
kelly.scott@maryland.gov
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