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Background

Consumer Health Technologies

About one in three Americans use consumer health technologies, which includes wearable devices (e.g.,
wrist-worn fitness trackers or smartwatches) and third-party health and wellness applications (e.g.,
fertility trackers).! These technologies present unique pathways to help consumers better manage their
health and wellbeing through real-time monitoring of biometric data and lifestyle factors, such as
glucose levels, UVA exposure, heart rate, blood pressure, body temperature, oxygen saturation, and
physical activity.? This information helps companies provide personalized services to consumers from
tracking health and fitness status, predicting the likelihood of a potential health event (e.g., heart
attack), and sending automated health reminders and educational prompts.> * Consumer health
technologies also provide opportunities to monitor health and wellness beyond hospital and ambulatory
care settings, particularly in more rural areas and other communities with access to fewer health
resources.’

Existing Federal Privacy and Security Protections

Federal rules provide a floor for health data privacy and security. The Health Insurance Portability and
Accountability Act of 1996 (HIPAA), as amended by the Health Information Technology for Economic
and Clinical Health Act, applies to health information that is created, stored, maintained, or transmitted
by HIPAA-covered entities® and their business associates.” HIPAA protections must be in place when
data generated through consumer health technologies are sent to a health care practice’s electronic
health record system; HIPAA does not always apply when such technologies are used for personal use.
The Federal Trade Commission Act (Act)® applies to both HIPAA-covered entities and business
associates, as well as non-covered entities offering technology and services that collect, use, and share
consumer health data.” This includes developers of mobile health applications, personal health devices,
and genetic information services and products.’® The Act tasks the Federal Trade Commission with
protecting the public from fraudulent, deceptive, and unfair practices in or affecting commerce; this
includes making sure businesses take reasonable steps to protect and secure health information from
unauthorized use or disclosure.'" *?

Scan Overview

The Maryland Health Care Commission (MHCC) conducted a legislative scan (scan) to identify states
with consumer data privacy laws that aim to enhance consumer protections.”® In general, states have
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enacted more stringent laws to close gaps in protections for health data that are not covered under
federal rules, particularly in the wake of the Dobbs v. Jackson Women’s Health Organization ruling
(2022)."* As of 2024, a total of 26 states, including Maryland, have passed legislation, an increase of 18
states since 2021. Table 1 provides a high-level snapshot of comprehensive data privacy laws, including
key categories regarding consumer rights and business obligations. Table 2 provides detailed
information on laws (new and recently amended) that are specific to consumer health data or certain
types of health information (e.g., mental health, reproductive health). Table 3 highlights state laws that
establish protections for data generated through direct-to-consumer genetic testing companies.*

Scan findings are based on publicly available information and highlight certain provisions of legislation enacted by states;
refer to state-specific laws for more detailed information.

Comprehensive Consumer Data Privacy Laws

Twenty states have comprehensive data privacy laws'® which give consumers the right to know how and
with whom their data is used, shared, or sold, as well as the right to opt-in, opt-out, and/or restrict the
selling and sharing of their personal information. California was the first state to pass legislation in
2018 (i.e., California Consumer Privacy Act or CCPA). Since then, momentum has increased among
states to enact legislation - 2021 (CO, VA), 2022 (CT, UT), 2023 (DE, IA, IN, MT, OR, TN, TX), and 2024
(KY, MD, MN, NE, NH, NJ, RI). These laws require businesses that process'’ personal information to
clearly state in a privacy notice the categories of data collected, how the data is used, and if data are
shared with third parties (e.g., data brokers).”®* Maryland is the only state to restrict data collection to
only what is reasonably necessary to provide or maintain a product or service requested by a
consumer."”

Some states require opt-in consent before businesses can process personal information categorized as
“sensitive” (definitions vary by state).” Maryland defines sensitive data as “any data related to an
individual's health, ethnicity and religion along with biometric data, geolocation data and data
belonging to a known minor under age 18.” Maryland is the only state to ban the sale of such data from
individuals of any age.”’ Some states require businesses to implement certain security safeguards (e.g.,
conduct regular risk assessments) or recognize universal opt-out mechanisms.*>* Applicability varies
from state to state with some laws including small to mid-sized businesses while others are limited to
larger technology companies, such as Amazon, Google, Apple, and Facebook.

Consumer advocacy organizations like the Electronic Privacy Information Center and U.S. PIRG
Education Fund believe privacy laws among states do not offer adequate consumer protections.* For
example, most laws require companies to be transparent about data collection and use in their privacy
policies, but readability and understanding of those policies can be difficult.” In addition, many states
that give consumers the right to request their data be deleted require consumers to submit such requests
to individual companies; this is generally viewed as impractical given the number of companies that
collect information about consumers via mobile applications and websites.?® California passed a law in
2023 requiring the development of a centralized process by January 2026 for consumers to submit a
single deletion request to data brokers registered in the state (approximately 500).* %
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Table 1: Consumer Data Privacy Laws

20 States
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General Information Consumer Privacy Rights Obligations
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California Consumer Privacy Act (CCPA) as amended by
the California Privacy Rights Act (CPRA)
CCPA: Enacted 2018 | Effective 1/1/20 4 M M - ‘/ ‘/
CPRA: Enacted 2020 | Effective 1/1/23
Colorado Privacy Act
Enacted 2021 | Effective 7/1/23 v v v v v v v
Connecticut Data Privacy Act
Enacted 2022 | Effective 7/1/23 4 M M - M ‘/ ‘/
Delaware Personal Data Privacy Act
Enacted 2023 Effective 1/1/25 v v v v v v
Florida Digital Bill of Rights
Enacted 2023 | Effective 7/1/24 v v v v v
Indiana Consumer Data Protection Act
Enacted 2023 | Effective 1/1/26 v v v v v v
lowa Consumer Data Protection Act v v
Enacted 2023 | Effective 10/1/25
Kentucky Consumer Data Protection Act
Enacted 2024 | Effective 1/1/26 v v v v v v v
Maryland Online Data Privacy Act of 2024
Enacted 2024 | Effective 10/1/25 v v v v v v v
Minnesota Consumer Data Privacy Act
Enacted 2024 | Effective 7/31/25 v v v v v v v
Montana Consumer Data Privacy Act
Enacted 2023 | Effective 10/1/24 v v v v v v v
Nebraska Data Privacy Act
Enacted 2024 | Effective 1/1/25 v v v v v v
New Hampshire Expectation of Privacy Act
Enacted 2024 | Effective 1/1/25 v v v v v v v
New Jersey Data Privacy Act
Enacted 2024 | Effective 1/15/25 v v v v v v v
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https://leginfo.legislature.ca.gov/faces/codes_displayText.xhtml?division=3.&part=4.&lawCode=CIV&title=1.81.5
https://src.bna.com/MVJ?utm_source=ANT&utm_medium=ANP
https://src.bna.com/MVJ?utm_source=ANT&utm_medium=ANP
https://leg.colorado.gov/sites/default/files/2021a_190_signed.pdf
https://www.cga.ct.gov/asp/cgabillstatus/cgabillstatus.asp?selBillType=Bill&bill_num=SB00006&which_year=2022
https://legis.delaware.gov/json/BillDetail/GenerateHtmlDocument?legislationId=140388&legislationTypeId=1&docTypeId=2&legislationName=HB154
https://flsenate.gov/Session/Bill/2023/262/BillText/er/HTML
https://legiscan.com/IN/bill/SB0005/2023
https://www.legis.iowa.gov/docs/publications/LGE/90/SF262.pdf
https://www.legis.iowa.gov/docs/publications/LGE/90/SF262.pdf
https://apps.legislature.ky.gov/record/24RS/hb15.html
https://mgaleg.maryland.gov/2024RS/bills/hb/hb0567E.pdf
https://www.revisor.mn.gov/bills/bill.php?b=house&f=HF4757&ssn=0&y=2024
https://laws.leg.mt.gov/legprd/LAW0210W$BSIV.ActionQuery?P_BILL_NO1=384&P_BLTP_BILL_TYP_CD=SB&Z_ACTION=Find&P_SESS=20231
https://laws.leg.mt.gov/legprd/LAW0210W$BSIV.ActionQuery?P_BILL_NO1=384&P_BLTP_BILL_TYP_CD=SB&Z_ACTION=Find&P_SESS=20231
https://nebraskalegislature.gov/bills/view_bill.php?DocumentID=54904
https://legiscan.com/NH/bill/SB255/2024
https://www.njleg.state.nj.us/bill-search/2022/S332
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Oregon Consumer Privacy Act

v v v v v v v

Enacted 2023 |Effective 7/1/24

Rhode Island Data Transparency & Privacy Protection
Act v v v v v v
Enacted 2024 | Effective 1/1/25

Tennessee Information Protection Act

Enacted 2023 | Effective 7/1/25 v v v v v v
Texas Data Privacy and Security Act
Enacted 2023 | Effective 7/1/24 v v v v v v v
Utah Consumer Privacy Act* v v v
Enacted 2022| Effective 12/31/23
Virginia Consumer Data Protection Act*
e " ' v v v v v v

Enacted 2021 | Effective 1/1/23

Laws Specific to Consumer Health Data

In 2022 and 2023, California passed amendments to the California Confidentiality of Medical
Information Act (CMIA). The changes designate consumer health apps that collect information about
mental health data (e.g., online therapy apps) or sexual and reproductive health information (e.g.,
fertility trackers) as health care providers subject to CMIA provisions. In 2023, Washington and Nevada
passed laws aimed at protecting consumer health data that falls outside the bounds of HIPAA, including
personal information that can be linked to an individual’s past, present, or future physical or mental
health status. This includes information (e.g., internet search activity, purchase history) that indicates
a consumer’s attempt to acquire or receive certain health services or supplies or infer a consumer’s
health status.

States have strengthened protections for consumer health data related to reproductive or sexual health
after the Supreme Court’s decision in 2022 that returned power to individual states to regulate any aspect
of abortion not protected by federal law.*> * Some states have amended legislation to carve out
protections for certain data in part due to heightened concerns involving access to records of individuals
seeking reproductive health care.** Five states prohibit the use of geofencing (i.e., a type of location-
based service used for marketing and advertising)* within a specified distance of reproductive health
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https://olis.oregonlegislature.gov/liz/2023R1/Downloads/MeasureDocument/SB619/Enrolled
https://webserver.rilegislature.gov/BillText24/HouseText24/H7787A.htm
https://webserver.rilegislature.gov/BillText24/HouseText24/H7787A.htm
https://www.capitol.tn.gov/Bills/113/Bill/SB0073.pdf
https://capitol.texas.gov/BillLookup/Text.aspx?LegSess=88R&Bill=HB4
https://le.utah.gov/~2022/bills/static/SB0227.html
https://lis.virginia.gov/cgi-bin/legp604.exe?212+sum+HB2307

centers and other health care facilities (CT, MD, NV, NY, WA). Connecticut amended its data privacy
law to include opt-in consent for any collection, use, disclosure, sale, or processing of consumer health

data with specific mention of information related to sexual or reproductive health and gender-affirming

care. California clarified provisions in the CCPA that allow businesses to disclose personal information

to government agencies under certain circumstances (e.g., a person is at risk of death or serious injury).

Table 2: Laws/Amendments Specific to Consumer Health Data

5 States

State/Statute

Applicability

Key Provisions

California - Privacy:
Mental Health Digital
Services: Mental Health
Application Information

Amends Confidentiality of
Medical Information Act

CMIA)

Enacted 2022
Effective 9/28/22

Any business that offers a mental
health digital service to a consumer for
the purpose of allowing the individual
to manage the individual’s
information, or for the diagnosis,
treatment, or management of a
medical condition (e.g., a health and
wellness app that asks users to record
anxiety symptoms)

Deems businesses that provide digital mental health
as health care providers for purposes of the CMIA and
thus subject to provisions in CMIA

CMIA prohibits health care providers from sharing,
selling, using for marketing, or otherwise using any
medical information for purposes not necessary to
provide health care services without the consumer’s
signed authorization

Businesses that partner with health care providers
(e.g., licensed mental health therapists) must disclose
to the providers information regarding how to find
data breaches reported to the Attorney General
pursuant to Section 1798.82

California Confidentiality
of Medical Information
Act: Reproductive or
Sexual Health Application
Information

Amends Confidentiality of
Medical Information Act

CMIA)

Enacted 2023
Effective 1/1/24

Businesses in California that offer a
reproductive or sexual health digital
service to a consumer, including
mobile-based applications and
internet websites

Deems business that offer reproductive or sexual
health digital services as health care providers for
purposes of the CMIA and thus subject to provisions in
CMIA

o  CMIA prohibits health care providers from sharing,
selling, using for marketing, or otherwise using any
medical information, including reproductive or
sexual health application information, for purposes
not necessary to provide health care services
without the consumer’s signed authorization

AB-1194 California Privacy
Rights Act of 2020:
exemptions: abortion
services

Enacted 2023
Effective 1/1/24

Amends California
Consumer Privacy Act
(CCPA) as amended by the
California Privacy Rights Act

(CPRA)

CCPA as amended by CPRA applies to
business that meet one of the
following:

e Hasannual gross revenues of at
least $25 million per year

e Buys, sells, shares, or receives
personal information from at least
100,000 California consumers or
household for commercial
purposes

e  Earns at least half of its annual
gross revenues per year from
selling or sharing California
consumers' personal information

Makes clarifications to the “Emergency Access”
provisions in the CCPA as amended by the CPRA (i.e.,
California’s comprehensive consumer data privacy law)
that permits businesses to disclose a consumer’s
personal information to government agencies under
certain circumstances
o Clarifies that a consumer accessing, procuring, or
searching for services regarding contraception,
pregnancy care, and prenatal care, including, but
not limited to, abortion services, does not
constitute a natural person being at risk or danger
of death or serious physical injury
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https://leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill_id=202120220AB2089
https://leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill_id=202120220AB2089
https://leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill_id=202120220AB2089
https://leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill_id=202120220AB2089
https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?sectionNum=56.10.&lawCode=CIV
https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?sectionNum=56.10.&lawCode=CIV
https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?sectionNum=56.10.&lawCode=CIV
https://legiscan.com/CA/text/AB254/id/2839541
https://legiscan.com/CA/text/AB254/id/2839541
https://legiscan.com/CA/text/AB254/id/2839541
https://legiscan.com/CA/text/AB254/id/2839541
https://legiscan.com/CA/text/AB254/id/2839541
https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?sectionNum=56.10.&lawCode=CIV
https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?sectionNum=56.10.&lawCode=CIV
https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?sectionNum=56.10.&lawCode=CIV
https://legiscan.com/CA/text/AB1194/2023
https://legiscan.com/CA/text/AB1194/2023
https://legiscan.com/CA/text/AB1194/2023
https://legiscan.com/CA/text/AB1194/2023
https://src.bna.com/MVJ?utm_source=ANT&utm_medium=ANP
https://src.bna.com/MVJ?utm_source=ANT&utm_medium=ANP
https://src.bna.com/MVJ?utm_source=ANT&utm_medium=ANP
https://src.bna.com/MVJ?utm_source=ANT&utm_medium=ANP
https://src.bna.com/MVJ?utm_source=ANT&utm_medium=ANP

Table 2: Laws/Amendments Specific to Consumer Health Data

5 States

State/Statute

Applicability

Key Provisions

Connecticut S.B. 3

Enacted 2023
Effective 10/1/23

Amends Connecticut Data
Privacy Act

People who conduct business in
Connecticut or who produce products
or services targeted to Connecticut
residents and that, during the prior
calendar year, controlled or processed
the personal data of at least 100,000
consumers or 25,000 or more
consumers, and derived over 25% of
gross revenue from the sale of personal
data

Defines “consumer health data” as any personal data
that a business uses to identify a consumer's physical or
mental health condition or diagnosis, including, but not
limited to, gender-affirming, reproductive, and sexual
health data

Requires clear and affirmative (opt-in) consent for any
collection, use, disclosure, sale or other processing of
consumer health data

Prohibits geofencing within 1,750 feet of any mental,
reproductive, or sexual health facility for the purpose of
“identifying, tracking, collecting data from or sending
any notification to a consumer regarding that
consumer’s health data”

Nevada’s Consumer
Health Data Privacy Law

Any “regulated entity” that conducts
business in Nevada or produces or
provides products or services that are
targeted to consumers in Nevada and

Grants consumers the right to access, delete and
withdraw consent regarding health data

Regulated entities must obtain consent to collect, share
or sell consumer health data and maintain policies and
practices for the administrative, technical, and physical
security of consumer health data

Prohibits a person from geofencing within 1,750 feet of
any person or entity that provides in-person health care

Bill 2023-A3007C

Enacted 2023
Effective 7/2/23

Amends General Business
Law section 394-g

Any person, corporation, partnership,
or association

Enacted 2023 determines the purpose and means of services or products for the following purposes:
Effective 3/31/24 processing, sharing, or selling o Identifying or tracking consumers seeking in-
consumer health data person health care services or products
o  Collecting consumer health data
o  Sending notifications, messages, or
advertisements to consumers related to their
consumer health data or health care services
or products
New York State Assembly

Prohibits any person, corporation, partnership, or
association from geofencing around any health care
facility they do not own for the purpose of advertising,
building a consumer profile, or to infer the health
status, medical condition, or medical treatment of any
person at or within a health care facility
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https://www.cga.ct.gov/2023/amd/S/pdf/2023SB-00003-R00SA-AMD.pdf
https://www.cga.ct.gov/asp/cgabillstatus/cgabillstatus.asp?selBillType=Bill&bill_num=SB00006&which_year=2022
https://www.cga.ct.gov/asp/cgabillstatus/cgabillstatus.asp?selBillType=Bill&bill_num=SB00006&which_year=2022
https://www.leg.state.nv.us/Session/82nd2023/Bills/SB/SB370_EN.pdf
https://www.leg.state.nv.us/Session/82nd2023/Bills/SB/SB370_EN.pdf
https://assembly.state.ny.us/leg/?default_fld=&leg_video=&bn=A03007&term=&Summary=Y&Text=Y.#jump_to_Summary
https://assembly.state.ny.us/leg/?default_fld=&leg_video=&bn=A03007&term=&Summary=Y&Text=Y.#jump_to_Summary
https://nyassembly.gov/leg/?default_fld=&leg_video=&bn=S06224&term=2023&Text=Y
https://nyassembly.gov/leg/?default_fld=&leg_video=&bn=S06224&term=2023&Text=Y

Table 2: Laws/Amendments Specific to Consumer Health Data

5 States

State/Statute Applicability Key Provisions

e  Grants consumers the right to access, delete and
withdraw consent regarding health data, requires
regulated entities and small businesses to obtain
consent to collect, share or sell consumer health
data, and makes violations enforceable under the
Consumer Protection Act which includes a private

Any legal entity that conducts business right of action

in the state or targets products or

services to Washington consumers and

Washinton My Health My determines the purpose and means of

collecting, processing, sharing or

selling consumer health data

e Defines Consumer Health Data broadly as:
"personal information that is linked or reasonably
linkable to a consumer and that identifies the
consumer’s past, present or future physical or
mental health status”

Data Act

Enacted 2023 | Effective

Government agencies, tribal nations e Includes non-health data when used to identify a
3/31/24 and contracted service providers that consumer’s health status through inferences,
process consumer health data on behalf proxies or algorithms

of government agencies are not

included in the scope of the law o  Makes it unlawful for any actual or legal person to

utilize a geofence around an entity that provides in-
person health care services and identify or track
consumers seeking health services, collect health data
from consumers, or send notifications, messages or ads
to consumers related to their health data or services
received

Genetic Data Privacy Laws

Twelve states have laws that include protections for genetic data generated using test kits sold directly to
consumers. These kits offer services that make determinations about a consumer’s general health,
disease risk, and ancestry.* Most states, including Maryland, use model legislation based on best practices
published by the Future of Privacy Forum, a think tank and advocacy group focused on advancing
responsible data practices.””> *®* These laws generally prohibit companies from sharing genetic
information with insurers, give consumer rights around accessing and deleting their personal
information, and allow consumers to request that their genetic sample be destroyed. The laws also
require express consent from the consumer before companies can use genetic data for marketing,
research, and other third-party sharing.*® Florida and South Dakota prohibit the disclosure of genetic
data to insurers; statutory requirements do not extend to consumer rights.*
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Table 3: Genetic Data Privacy Laws
12 States

Arizona Genetic Information Privacy Act (GIPA) Enacted 2021 | Effective 9/29/21

California Genetic Information Privacy Act (GIPA) Enacted 2021 | Effective 1/1/22

Florida Protecting DNA Privacy Act Enacted 2021 | Effective 10/1/21

Florida Genetic Information for Insurance Purposes Enacted 2020 | Effective 7/1/2020

Kentucky Genetic Information Privacy Act Enacted 2022 | Effective 6/1/22

Maryland Genetic Information Privacy Act Enacted 2022 | Effective 10/1/22

Montana Genetic Information Privacy Act Enacted 2023 | Effective 7/1/23

South Dakota Genetic Information Privacy Act Enacted 2021 | Effective 7/1/23

Tennessee Genetic Information Privacy Act Enacted 2023 | Effective 7/1/23

Texas Genetic Privacy Act Enacted 2023 | Effective 9/1/23

Utah Genetic Information Privacy Act (GIPA) Enacted 2022 | Effective 5/5/21

Virginia Genetic Data Privacy Law Enacted 2023 | Effective 7/1/23

Wyoming Genetic Information Privacy Act Enacted 2022 | Effective 7/1/22

Looking Forward

The consumer data privacy landscape will continue to evolve absent a federal framework that applies
across sectors (e.g., health care, education, finance).” Many states recognize the need to consider
legislation in ways that keep pace with advances in consumer health technologies and give consumers
more choice over how companies acquire and utilize their personal data beyond HIPAA. Ensuring
consumer confidence and trust requires strong privacy and security protections and greater consumer
transparency of data handling practices.

The document is not exhaustive of the consumer data privacy landscape and should not be construed as legal
advice. For questions, contact Kelly Scott at kelly.scott@maryland.gov.
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https://www.flsenate.gov/Committees/BillSummaries/2020/html/2232
https://apps.legislature.ky.gov/law/acts/22RS/documents/0169.pdf
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