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Agenda Overview
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3. Patient Consent and Granular Control

1. Patient Identity Proofing

2. Challenges

4. Questions and Discussion
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Vision – Mission – Guiding Principles

Our Vision

To advance health and 
wellness by deploying 

health information 
technology solutions 

adopted through 
cooperation and 

collaboration.

Our Mission

We will enable and support the 
healthcare community of 

Maryland and our region to 
appropriately and securely 

share data in order to facilitate 
care, reduce costs, and improve 

health outcomes.

Our Guiding Principles

1. Begin with a manageable scope and 
remain incremental.

2. Create opportunities to cooperate 
even while participating healthcare 
organizations still compete in other 
ways.

3. Affirm that competition and 
market-mechanisms spur 
innovation and improvement. 

4. Promote and enable consumers’ 
control over their own health 
information.

5. Use best practices and standards.

6. Serve our region’s entire healthcare 
community.
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CRISP Core Services

Clinical Query Portal

 Patient information accessible at the point of care, including: 

lab results, radiology reports, PDMP, discharge summaries, 

and more

Encounter Notification Service (ENS)

 Real-time hospital admission, discharge, and transfer 

notifications available to providers who submit a patient list

 Auto-subscriptions for hospitals to receive alerts for 

readmissions within 30-days across Maryland, DC, and 

Delaware hospitals

CRISP Reporting Services (CRS)

 Reporting and analytic tools to support patient identification, 

care coordination, and performance measurement
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Care Coordination Support

CRISP is developing infrastructure to support the 
Integrated Care Network and population health 
programs

 Continuing efforts from the HSCRC’s Care 
Coordination Workgroup

 Alignment with HSCRC and waiver initiatives

Resources to support hospital, regional, and other 
provider-based collaborations

 Data connectivity and sharing

 Population-based reporting, reporting across 
facilities

 Other needs to support partnerships
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Clinical Query Portal

 The clinical query portal allows 

credentialed users to search the 

HIE for clinical data.

 All 47 acute care hospitals in 

Maryland and 6 of 8 DC 

hospitals share clinical data.

 There are currently over 100,000 

queries per month.

 12,000 Active Portal Users

 18 hospitals have enabled 

“single sign-on” connectivity to 

the portal enabling single-click 

access to data in CRISP.

 PDMP Data from MD, WV, VA, 

and CT

Types of data available:

• Patient demographics

• Lab results

• Radiology reports (with Image 
Exchange in some facilities)

• PDMP Meds Data

• Discharge summaries

• History and physicals

• Operative notes

• Consult notes
• Immunization Details
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Image Exchange
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Clinical Query Portal - Single Sign-on

Single Sign-On (SSO) is an 
approach to enable faster 
and more efficient access to 
the query portal through the 
EHR.

By securely sending a local 
user’s credentials and the 
current patient medical 
record number (or other 
demographics), CRISP can 
send the user directly to the 
patient summary screen.
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Care Profile

 Care Plan Availability
 Patient Attribution
 Prior Admissions (ENS Encounters in the past 60 days)
 Care Manager Attribution
 Care Alerts
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Encounter Notification Service –
Current Capabilities

 CRISP currently receives Admission Discharge Transfer messages in real-time 
from:
 All Maryland Acute Care Hospitals

 6 of 8 D.C. Hospitals 

 All Delaware Hospitals

 All Inova Hospitals (Virginia)

 Through ENS, CRISP generates real - time hospitalization notifications to PCPs, 
care coordinators, and others responsible for patient care.

Important Current Capabilities

 Full Continuity of Care Documents (CCDs) are also routed through ENS to subscribing providers, 
who elect to receive them to support transitions of care.

 17 Hospitals currently send CCDs to CRISP

 Hospitals can “auto-subscribe” so they can be alerted when one of their past discharges is being 
readmitted within 30 days.  This same capability allows the receiving hospital to be notified, when a 
patient arriving at their facility had been discharged from another facility, within the past 30 days.

 34 hospitals currently auto-subscribe to receive readmission notifications 

 ENS was recently enhanced to include the ER and IP visits for a given patient with the past 6 months

 Panels can be customized to include treatment groups, PCP, program Start/End dates, and 
insurance information
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CRISP Triages Alerts Based on Your 
Workflow

Participants can work with CRISP to improve workflow by providing a single 
panel and let CRISP route alerts to individual providers, offices, or programs 
using multiple Direct inboxes.
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Near-term Additional Approaches for ENS

 ENS is in final testing to deliver 

notifications directly into Epic.

 Notifications are also currently 

flowing into other recipient 

systems in production.

 CRISP will also offer an ENS 

user interface rather than a 

simple spreadsheet via 

secure email.  

 Users will still have the ability 

to download the spreadsheet.
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Ambulatory Connectivity

 Initiative focuses on expanding integration 
with providers across multiple care settings:
 Primary Care

 Specialists

 Post-Acute Facilities

 Connectivity will facilitate the electronic 
access and exchange of patient information 
for the purpose of improving health outcomes
 Connectivity also supports other hospital and 

community alignment activities
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Benefits of Integration

 Current benefits to practices:
 Provide greater access to patient clinical data across 

multiple care settings

 Improve communication and care coordination 
among providers and care managers

 Reduce the cost of care by minimizes duplication of 
services

 Auto-generate CRISP’s required ENS panel data 
submissions

 Potential future benefits:
 Access to additional tools and reports

 Enhanced ability to participate in alternative payment 
models and pay-for-outcomes programs
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Sharing of Patient Data

Encounter Data

 Identify when a patient visit occurs at an ambulatory practice 

or SNF

Clinical Data

 Retrieve clinical data in the form of C-CDA (Consolidated-

Clinical Document Architecture) associated with the patient 

visit

 Patients may opt-out of data sharing (more on granular 

consent shortly)

 Practice and SNF encounter data is only permitted to be 

used for treatment or care management
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Integration Approaches

1. EHR Vendor

 CRISP will work directly with the practice and 

their vendor to develop the integration

2. Third Party Integrator

 Option available if collaborating with a practice’s 

EHR vendor is difficult due to excessive costs or 

technical limitations

 CRISP partners with integration companies with 

experience extracting data from systems with 

minimal vendor involvement
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Connectivity Progress

Participant Type Agreed In Dev Tier 2 Tier 3

Regional Partners/ACOs 14 43 35 20

Hospital Practices 56 484 322 4

Independent Practices 33 23 1 1

Administrative Networks 20 0 4 0

LT/PAC 23 19 8 0

Total 146 569 370 25
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Physician Breakdown Agreed In Dev Tier 2 Tier 3

Grand Total 159 2,610 2,022 85



CRISP Reporting Services (CRS)

 Reports generated from a collection of data sources to 
support quality improvement, strategic planning, financial 
modeling, and other activities

 Originally focused on hospitals, but expanding to public 
health departments, regional partnerships, and ambulatory 
providers

 Allowable data use varies 

based on the amount of 

detail included
Example: Patient-level 

detail in new Patient Total 

Hospitalization (PaTH) 

Dashboard is only 

permitted to be used for 

care coordination activities
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Data Sources

CRS utilizes data from multiple sources

 Integrates HSCRC Case Mix data with CRISP EID, adds 

geocoding

 Draws upon other data sets as available and applicable: 

CMS CCW, Census, ENS, ADT

Provides users with easy-to-use, timely content 

 Point and click access and filtering

 Data refreshes following case mix schedule

Report logic developed in conjunction with HSCRC 

 Rate year, readmission calculations, and other data 

aligned with rate-based reporting

 Care coordination tools use the same data foundation but 

are developed with stakeholder input
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CRISP Methods for Reporting

• Internet-based
• Distributes static reports, includes 

archived reports
• Evolved from emailing users
• In use for over 2 years
• Patient-level data
• Target audience: Hospital Admin

• Internet-based
• Separate entry point from Portal, 

shared credentialing
• Mostly aggregated data; patient 

level data piloting
• Portals for Hospitals, Ambulatory 

Providers, and Populations

Portal Dashboards



New Reporting and Analytics Tools

 The CRS team is enhancing the care network 

infrastructure for reporting and analytics

 Developing tools and information to support: 

1. High-Risk Patient 

Identification

2. Regional Coordination 

and Planning

3. Performance 

Measurement
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High-Risk Patient Identification: 
Patient Total Hospitalization (PaTH)

 Currently available and in use by 34 hospitals; working 

towards sharing similar information appropriate non-hospital 

participants

 Dashboard incorporating cross-facility, patient-level data

 Visualization of all casemix data with ability to view individual 

patient utilization data across all hospital facilities in Maryland

 Three levels of drill-downs (and notes page)

 Summary level data

 PaTH tab 

 Patient detail tab

 Filters enable users to focus on a specific population

 Filter on service dates, visits, readmissions, charges, zip codes, 

MRN, primary payer, age, chronic condition, etc.

 View high utilizers across all hospitals in the past 12 months
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PaTH Summary View
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Patient-Level Details
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Regional Coordination and Planning
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 Information and visualizations to 

support hospital collaborations 

and regional partnerships with 

community providers



Performance Measurement
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Ad Hoc Report: Inpatient Hospital Discharges and Readmissions 
By Hospital - Calendar Year 2015

Hospital IP Discharges IP Readmissions

Doctors' Community Hospital 80 18

Greater Laurel Hospital 16 < 11

Prince George's Hospital Center 127 20

Other Hospitals 225 19

Grand Total 448 61

Source: CRISP. February 2016. HSCRC Case Mix Inpatient Data.

Using ENS Panel as of February 25, 2016.

30 day readmissions as defined by the HSCRC. Readmission data not yet available for December 2015.

 Samples of ad hoc 

reports requested by 

participants in order to 

understand changes 

in utilization



Performance Measurement -
Hospitals
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 New dashboard 

coming soon to 

help hospitals 

understand 

status against 

metrics defined 

by the HSCRC



Performance Measurement -
Practices
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 Early draft dashboard showing utilization rates and 

other statistics for a participant’s panel



Privacy and Security

All CRISP services are fully compliant with State and Federal 

Regulations, and HIPAA. CRISP adheres to industry best 

practices, such as:

 Passwords must be 8 characters, contain 3 character types, 

and change every 90 days

 All PHI is encrypted in transit; all PHI will be encrypted at rest 

in January 

 Client-side rendering is limited or removed from Tableau 

reports, and users are encouraged to clear their web browser 

cache after viewing reports

All participating organizations must distribute opt-out 

information to patients. CRISP is working to enhance patient 

information shared by providers, as well as developing more 

granular consent policies.
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Data Router and Non-Hospital Connectivity

Key Functions include:

 Consent management

 Data normalization

 Data routing

 Patient-provider 
relationships 
determination and 
management

Health 
Plan

Health 
Plan ACO PC

MH

Routing – Data Normalization – Patient Consent – 
Patient Relationship Determination

Statewide
Ambulatory

CDR

Shared Infrastructure – Separate Systems

Administrative 
Networks

Local
CDR

Local
CDR

Local
CDR

Local
CDR

Risk 
Stratification

Care Gap 
Analysis

Analytics

· Data in HIE to support 
individual encounters

· Common Need 
Analytics & Reporting

If shared or 
regional tools are 

pursued, they 
could exist 

outside of CRISP

Shared Tools

Data Router - The router is a service that includes key functionality to support 

connectivity, consent management, data routing to other services or data 

consumers, and determine patient-provider relationships. These approaches may 

rely on connectivity through a health system, through a hosted EHR, directly to the 

practice, or via an administrative network. 
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Router Continued

Connectivity and Routing – inclusive of a range of connectivity approaches 
including connections to practice through health systems, direct connectivity to 
EHRs, hosted EHR connectivity, and administrative network connections.

Data Normalization – applications of message transformation and vocabulary 
mapping services to inbound data.

Relationship Determination – patient to provider relationships could be 
established and maintained through a range of data types flowing through 
CRISP, for example by using administrative claim data and ENS subscription 
panels. Other tools to enable management of those relationships are also 
planned in order to facilitate program enrollment (and consent), such as CCM. 

Consent Engine – next slide…
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Router Consent Engine

 Centrally managed consent engine 

will still require provider/care 

manager patient engagement and 

a significant patient education 

campaign.

 Patients will be given additional 

granularity over clinical data flows 

(more than ‘all-in’ or ‘all-out’).

 The types of data that can flow into 

the router for a patient and the 

types of users that can access that 

data will be configurable
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Patient Consent and Granular Control

 Clear need for greater patient awareness and 

control over their data

 Patient relationships and education is the 

responsibility of participating providers/organizations

 CRISP can better support our participants

 Subgroup of the CRISP Board reviewing best 

practices 

 Router technology enables more specific 

customization over where data goes

 No longer restricted only to sharing everything or 

opting out of everything
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Patient Identity Validation

Can be validated through a variety of data 

sources…

 Public records

 Credit reports

 Consumer demographics

 Self-reported marketing data

…At numerous organizations

 Experian

 LexisNexis

 Idology

Knowledge-based authentication: 

 Users answer questions based on the data and algorithm 

assigns an identity “score” – either Verified or Not Verified
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Patient Identity Validation

Barriers at CRISP

 Cost

 Upfront fees

 Service costs are calculated on per user validation basis 
rather than fixed-price

 Time & Effort

 Integration of new tool requires modification of current 
registration process/website

 Retraining support team
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Questions and Discussion
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Contacts: 

Brandon Neiswender, Vice President of Operations

Email: brandon.neiswender@crisphealth.org

Calvin Ho, Director of Ambulatory Connectivity

Email: calvin.ho@crisphealth.org

Craig Behm, Director of Reporting and Analytics

Email: craig.behm@crisphealth.org
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