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OOvveerrvviieeww  
 

 

The effective use of health information technology (health IT) can help improve health care 

quality, prevent medical errors, and reduce costs by delivering essential information at the point of 

care.  Successful health IT requires two crucial components – widespread use of electronic health 

records (EHRs) and the ability to exchange health information privately and securely. While both 

are challenging projects conceptually, technologically, and economically, the implementation of 

EHRs pose special challenges.  These challenges mostly relate to the cost of the software and 

maintaining systems that support the application.  The integration of EHRs into a physician 

practice takes time and is influenced by technological constraints, costs, and different perceptions 

and expectations.  Management service organizations (MSOs) have emerged as a way to address 

these challenges. 

 

MSOs are entities that offer centralized administrative and technology services and are considered 

a viable alternative to the traditional EHR client-server model where the technology is maintained 

at the provider site.  These organizations are capable of supporting multiple EHR products at 

reduced costs through economies of scale and bulk purchasing.  Technical support usually extends 

beyond the standard business hours and in some instances is available on a 24/7 basis.  Data is 

safeguarded through a network operating center that, by design, ensures high quality and 

uninterrupted service.  MSOs enable physicians to access a patient’s record wherever access to the 

Internet exists.  EHRs maintained outside of the physician practice enables physicians to focus on 

practicing medicine rather than dedicating staff to support the application.  

 

On May 19, 2009, Governor Martin O’Malley signed House Bill 706, Electronic Health Records – 

Regulation and Reimbursement, into law.  This law requires the Maryland Health Care 

Commission (MHCC) to designate one or more MSOs that offer EHRs throughout the state by 

October 2012.  The MHCC plans to work closely with stakeholders to develop criteria for state 

designation that reflects best practices regarding privacy and security, among other things.   

 

 

Comment [CF1]:  
COMMENT FROM PANEL: 
What will be the role of the MSO’s in the 
governance of the REC?  Will they have any 
collective say in the operations and policies of the 
REC? 
 
RESPONSE: 
The statewide HIE was the lead applicant and will 
administer the REC program in the event that 
ONC makes the award.  The MSOs are the vehicle 
by which the outreach, education, and assistance 
will be administered through the REC.  A the lead 
applicant, the statewide HIE will have oversight 
to the REC program; as will the MHCC through the 
Maryland HIT Coordinator, David Sharp, as 
designated by the Governor.  While the REC will 
be managed as a separate entity, it is – in my 
opinion – predicted and probable that the general 
and applicable policies and procedures will be 
adopted by the REC for consistency between the 
HIE and the REC.  It is anticipated that there will 
be unique policies that will need to be developed, 
and as with all of the state initiatives for HIT that 
MHCC and the statewide HIE are involved with, 
stakeholders are always the crux of the 
discussions and instrumental in the development 
of necessary guidelines, criteria, etc….just as we 
are utilizing stakeholders (a number of which are 
MSOs) in developing this criteria. 
 

Comment [CF2]:   
COMMENT FROM PANEL: 
MSO’s are not an architecture.  You are equating 
the MSO to the ASP architecture.  What you want 
to say is that the MSO could offer an ASP as an 
alternative to a client-server model. 
 
ACTION/RECOMMENDATION: 
Revised for clarity…discuss/review w/ Advisory 
Panel  
 

Comment [CF3]:  
TRACKED CHANGE FROM PANEL: 
Changed multiple to “one or more” 
 
ACTION/RECOMMENDATION: 
None taken. 
Refers to capability not requirements. 
 

Comment [CF4]:  
COMMENT FROM PANEL: 
The criteria provide best practices in other areas, 
in addition to P/S, such as what is in the 
document (e.g., technical performance, etc.) 
 
ACTION/RESPONSE: 
Added “, among other things.” to the language.  
Does the group agree? 
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SSTTAATTEE  DDEESSIIGGNNAATTIIOONN  II::    DDEESSIIGGNNAATTIIOONN  PPRROOCCEESSSS  

 

State Designated MSOs will need to meet the objectives below to retain their State Designation 

status. 

 

 The MSO must conduct an independent review of their State Designation every two years. 

 

 The MSO must begin the re-designation process six (6) months before the designation 

status expires. 

 

 The MSO must perform a self-assessment using the Criteria guidelines. 

 

 The MSO must agree to a site visit, if requested by the MHCC. 

 

 The MSO must use an independent third party accrediting agency recognized by the 

MHCC for evaluation of the MSO. 

 

 The MSO must establish and maintain an active connection to the statewide HIE. 

 

 The MSO must have a Maryland location where more than 50% of the services originate in 

Maryland. 

 

 The MSO must maintain a workforce that is comprised of at least 75% Maryland residents 

in the Maryland location. 

  

 The MSO must receive final approval from the MHCC for State Designation. 

 

  

 

Comment [CF5]:  
COMMENT FROM PANEL: 
Will multiple accrediting agencies be available? 
 
RESPONSE: 
This Advisory Panel will assist in making this 
determination.  The vision document (refer to 
MSO webpage) provides some assessment and 
details on a few organizations that potentially 
have the ability to complete the accreditation 
process. 

Comment [CF6]:  
Per previous meetings 

Formatted: Indent: Left:  0.5",  No bullets or
numbering

Comment [CF7]:  
COMMENT FROM PANEL: 
What happens in the event the provider 
community expresses concern or has complaints 
about a designated MSO?  Is there an out-of-cycle 
trigger point where a MSO might have to go 
through accreditation or some other review. If so, 
what would the process be to evaluate whether 
the complaints and risk to the provider or patient 
safety warrant such action? 
 
ACTION/RESPONSE: 
Discuss w/ Advisory Panel 
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SSTTAATTEE  DDEESSIIGGNNAATTIIOONN  IIII::    PPRRIIVVAACCYY  AANNDD  CCOONNFFIIDDEENNTTIIAALLIITTYY  

 

State Designated MSOs must have in place the appropriate Health Insurance Portability and 

Accountability Act (HIPAA) policies and procedures to ensure the integrity and confidentiality of 

protected health information (PHI).  These policies and procedures must protect against any 

anticipated threats or hazards to the security or integrity of electronic information.  The policies 

and procedures must protect an individual’s interests by managing who has access to PHI.  The 

specific HIPAA regulation is referenced when appropriate. 

 

MEASURES TO ENSURE DATA PRIVACY AND CONFIDENTIALITY   

45 CFR §§ 164.530(c) 

 

 The MSO must have appropriate policies for administrative, technical, and physical 

safeguards. 

 

 The MSO must have policies to protect against inappropriate disclosure of PHI. 

 

 The MSO must have policies and procedures in place to ensure continuing compliance 

with data security policies, including secure methods of access to and transmission of data. 

 

 The MSO must use PHI about individuals only as is necessary. 

 

 The MSO must refrain from selling or otherwise using PHI in such a way as to violate 

privacy or confidentiality, unless acting on behalf of owner of PHI. 

 

 The MSO must utilize strong encryption, user authentication, message integrity, and 

support for non-repudiation as security measures in compliance with any legislation 

requiring it.  45 CFR §§ 164.312(a)(2)(iv)  [See also CMS Internet Security Policy]. 
 

 The MSO must use effective controls and implement procedures for guarding against, 

detecting, and reporting malicious software.  45 CFR §§ 164.308(a)(5)(ii)(B) 

 

 The MSO must maintain a list of all individuals, contractors, and business associates with 

access to electronic PHI.  

 

 The MSO must have policies in place that prohibit individuals from storing unencrypted 

PHI on portable devices. 

 

 The MSO must demonstrate that appropriate security is in place for wireless networks to 

protect the privacy of data during transmission and in storage. 

 

 The MSO must demonstrate that configuration standards are in place that includes patch 

management for systems which store, transmit, or access electronic PHI, including 

workstations. 

 

 The MSO must implement policies and procedures to ensure compliance with any 

applicable federal or state privacy and security requirements. 

 

Comment [CF8]:  
COMMENT FROM PANEL: 
Seems like the following is a repetition of HIPAA 
requirements.  Why not state that as the 
requirement and by exception anything not 
covered by HIPAA? 
 
RESPONSE: 
While these are HIPAA requirements, it cannot be 
presumed what anyone may or may not know 
about HIPAA.  Also, it is important to identify the 
specific criteria by which the MSO will be 
evaluated to ensure that all parties are clear on 
the requirements for accreditation. 

Comment [CF9]:  
COMMENT FROM PANEL: 
Language modification 
 
ACTION/RESPONSE: 
Modification made. 

Comment [CF10]:  
COMMENT FROM PANEL: 
Does this bullet point and the one that follows 
apply only to the MSO or does it extend to the 
provider organization.  Minimally the MSO should 
provide guidance and if needed (at a cost) 
security consultation services to the provider.  
The greatest security risk for wireless and mobile 
devices will be at the local provider level.   
 
ACTION/RESPONSE: 
Discuss w/ Advisory Panel 
 

Comment [CF11]:  
COMMENT FROM PANEL: 
Does this mean within MSO or at “distributed” 
sites? 
 
ACTION/RESPONSE: 
Discuss w/ Advisory Panel 
 

http://csrc.nist.gov/groups/SMA/fasp/documents/policy_procedure/internet_policy.pdf
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 The MSO must notify their customer(s) of any PHI breach immediately after the breach is 

discovered. 

 

 The MSO must have policies and procedures to ensure that PHI is not stored nor 

transported in an insecure manner. 

 

Comment [CF12]:  
COMMENT FROM PANEL: 
Should we define?  Minutes? Hours? What 
constitutes notice – email, certified letter, phone 
call, all, both? 
 
ACTION/RESPONSE: 
Discuss w/ Advisory Panel 
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SSTTAATTEE  DDEESSIIGGNNAATTIIOONN  IIIIII::    TTEECCHHNNIICCAALL  PPEERRFFOORRMMAANNCCEE  

 

State Designated MSOs must provide assurances and have policies in place to ensure that 

authorized users are able to access patient records in a timely manner.  Areas of technical 

performance include: 

 

 Customer service inquiries 

 System availability 

 Compliance with industry standards 

 Capacity monitoring 

 Auditing 

 Storage and retrieval 

 Internet 

 

CUSTOMER SERVICE INQUIRIES 

 

 The MSO must have an acknowledgment system and a tracking system that documents 

response times and procedures that are appropriate for different levels of requests. 

 

 The MSO must have the capability to acknowledge inquiries within three business hours. 

 

 The MSO must respond with a plan of action to open inquiries within one business day. 

 

 The MSO must have documented escalation procedures to follow the inquiry to 

completion. 

 

SYSTEM AVAILABILITY 

 

 The MSO must have minimum system availability and appropriate redundancy that assures 

system access for 99.999% of contracted and/or advertised hours.  This requirement shall 

not preclude acts of God. 

 

 The MSO must provide support 24 x 7 x 365. 

 

 The MSO must provide practices with a notice of all scheduled of all downtime at least 

one week prior to the actual downtime. 

 

COMPLIANCE WITH INDUSTRY STANDARDS  

 

 The MSO must maintain a current analysis of any federal or state privacy or security laws 

that the MSO reasonably believes apply to information stored or transmitted by the MSO 

(e.g., security breach notification laws).  The MSO must have a plan to comply with any 

such laws. 

 

 

Comment [CF13]:  
COMMENT FROM PANEL: 
Hardware and application? 
 
ACTION/RESPONSE: 
Discuss w/ Advisory Panel 
 

Comment [CF14]:  
COMMENT FROM PANEL: 
This should be dependent on severity. 
 
ACTION/RESPONSE: 
Discuss w/ Advisory Panel 
 

Comment [CF15]:  
COMMENT FROM PANEL: 
Need to distinguish planned versus unplanned. 
Need to be clear about what constitutes 
downtime if you want to make this assurance.  If 
the practice’s ISP is not available, is that 
downtime? 
 
ACTION/RESPONSE: 
Discuss w/ Advisory Panel 
 

Comment [CF16]:  
COMMENT FROM PANEL: 
Very few hosting services guarantee 5 9’s. 
 
ACTION/RESPONSE: 
Discuss w/ Advisory Panel 
 

Comment [CF17]:  
COMMENT FROM PANEL: 
These metrics are all helpful but the one that 
really counts is application availability and 
responsiveness at the point of hand-off to the 
provider, which for all intent and purposes will 
occur at the MSO ISP connection. This metric 
along the one following on the next page should 
all knit together to achieve the desired 
application availability target. 
 
ACTION/RESPONSE: ...

Comment [CF18]:  
COMMENT FROM PANEL: 
1) This makes no sense at all.  I’d be surprised if 
any hosting service will make this guarantee and 
preclude Force Majeure. 
 
How do you also recognize in your downtime 
calculations when practices will actually use the ...

Comment [CF19]:  
COMMENT FROM PANEL: 
Language modification 
 
ACTION/RESPONSE: 
Modification made. 

Comment [CF20]:  
COMMENT FROM PANEL: 
I would add another section in here – many 
providers are probably not clear or up to date 
with ONC’s interoperability standards and 
Medicare’s meaningful use standards, especially 
considering they are still in flux and CMS is rolling 
out meaningful use requirements in several ...
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CAPACITY MONITORING 

 

 The MSO must have the ability to measure system capacity and have an ongoing 

monitoring capability developed for measuring that system capacity. 

 

 The MSO must have a formal system capacity plan for handling peak load and expansion 

including a demonstration of 99.5% availability on communication exchange components 

per the advertised service level agreements.  This requirement does not preclude acts of 

God. 

 

AUDITING 

 

 The MSO must provide a clear and accurate auditing mechanism. 

 

STORAGE AND RETRIEVAL 

 

 The MSO must have an off-site location that has a six-month minimum backup archive, 

storage, and retrieval of all data and adheres to all applicable Federal and State regulations. 

 

 The MSO must annually test the backup restoration process for all customer data. 

 

 The MSO must have, or show progress toward having, a seven-year back-up archive, 

storage, and regeneration capabilities. 

 

 The MSO must have the ability to partition data into separate files that can either be 

aggregated for a multi-provider practice or separated for extraction by a single provider of 

that multi-provider practice. 

 

 The MSO must designate a hot-site that can be operational within four (4) hours. 

 

INTERNET 

 

 The MSO must have a firewall configured to protect the system integrity. 

 

 The MSO must ensure that internal databases cannot be modified directly through an 

external web site, unless made securely, by authenticated users and contain integrity 

checks.  Otherwise, all modifications to databases are to be made first only to external 

databases (e.g. those kept on the web server) and integrity checks made on the external 

database prior to synchronization with any internal database. 

 

 The MSO must provide capacity and bandwidth adequate for business needs.  The MSO 

must have a process in place to daily monitor Internet bandwidth and communication 

server performance. 

 

 The MSO must have in place processes and procedures to monitor and/or block intrusion 

attempts or attacks from the Internet and provide alarms to appropriate personnel. 

 

Comment [CF21]:  
COMMENT FROM PANEL: 
This metric and evaluation criteria seem to be a 
little light to valid peak load handling capacity in 
the event service demand exceeds expected loads.   
 
ACTION/RESPONSE: 
Discuss w/ Advisory Panel 
 

Comment [CF22]:  
COMMENT FROM PANEL: 
Same as above. 
 
ACTION/RESPONSE: 
See comment above. 
 

Comment [CF23]:  
COMMENT FROM PANEL: 
Is this a routine system audit or an annual, 
quarterly, etc. audit? 
 
ACTION/RESPONSE: 
Discuss w/ Advisory Panel 
 

Comment [CF24]:  
COMMENT FROM PANEL: 
Why 7 years?  State law should govern the 
retention of records. 
 
ACTION/RESPONSE: 
Discuss w/ Advisory Panel 
 

Comment [CF25]:  
COMMENT FROM PANEL: 
MSOs should be required to offer optional 
additional years of storage, up to 25 years (e.g., 
some specialties are required to store records for 
longer periods of time if they serve minors.  In 
prenatal care, for example, it is required by the 
PPFA to store for 7 years after offspring have 
reached age of majority (18+7=25years) 
 
ACTION/RESPONSE: 
Discuss w/ Advisory Panel 
 

Comment [CF26]:  
COMMENT FROM PANEL: 
This is not a meaningful metric from a business 
continuity perspective. What we should be 
interested in is the total time required to restore 
EHR application services and data, and make 
those available to the ISP for provider access. 
 
ACTION/RESPONSE: 
Discuss w/ Advisory Panel 
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 The MSO must have documented procedures to respond to a successful intrusion or attack 

from the Internet within two (2) hours of when an alarm is generated or notification 

received. 

 

 The MSO must have an established plan to conduct threat and vulnerability assessments 

through an independent third party.  The MSO must develop an improvement process 

based on the results of those assessments. 

 

 The MSO must have documented web server security configurations to protect the web 

server from attack or intrusion. 

 

 

Comment [CF27]:  
COMMENT FROM PANEL: 
Most organizations lack the tools or have the 
knowledge to detect an actionable intrusion.  A 
vulnerability and penetration assessment should 
be conducted annually, and possibly every six 
months if there is a documented case of a cyber 
intrusion. 
 
ACTION/RESPONSE: 
Discuss w/ Advisory Panel 
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SSTTAATTEE  DDEESSIIGGNNAATTIIOONN  IIVV::    BBUUSSIINNEESSSS  PPRRAACCTTIICCEESS  

 

State Designated MSOs must have business practices that facilitate the maintenance of the 

Technical Performance Criteria and must exhibit truth-in-advertising (i.e., the MSO must actually 

do what it says it will do for customers).  To qualify in this Criteria area, State Designated MSOs 

must:  have procedures for measuring customer satisfaction; provide non-restricted systems of 

access; adequately provide for customer education and training; and have standard contracts orand 

service agreements. 

 

TRUTH-IN-ADVERTISING 

 

 The MSO must meet their published service levels. 

 

 The MSO must have policies and procedures to assure that any re-marketing agreements 

do not endanger compliance with the MSO State Designation Criteria. 

 

 The MSO must conduct annual customer satisfaction surveys. 

 

ACCESS 

 

 The MSO must offer at least one nationally certified hosted EHR product. 

 

AGREEMENTS 

 

 The MSO must have service level agreements with all participating provider practices. 

 

 The MSO must have a termination clause that allows a practice to terminate the agreement 

without cause or without reason within 90 days of entering into a contract. 

  

 The MSO must have a termination clause that allows the practice to terminate an 

agreement without cause with 90 days written notice to the MSO. 

 

 The MSO must agree to make the data available to the provider within 10 business days 

upon termination in a format requested by the provider and mutually agreed upon by both 

parties. 

  

 The MSO must delete the data from their system, after furnishing the provider with the 

data. 

 

Comment [CF28]:  
COMMENT FROM PANEL: 
Suggest to change to “and” 
 
ACTION/RESPONSE: 
Change made. 
 

Comment [CF29]:  
COMMENT FROM PANEL: 
I’m not sure what this means. 
 
ACTION/RESPONSE: 
EHNAC to clarify; discuss w/ Advisory Panel 
 

Comment [CF30]:  
COMMENT FROM PANEL: 
Can we clarify “certified”? By ONC or by which 
body does this product need to be certified? 
 
RESPONSE: 
ONC is not a certifying entity.  Federal language 
purposefully does not specifically identify CCHIT, 
but does require that EHRs be certified by a 
nationally recognized certifying body.  At this 
time CCHIT is the only certifying body, but given 
the federal language it is expected that other 
organizations could emerge and we would not 
want to limit ourselves to just the CCHIT certified 
products. 

Comment [CF31]:  
COMMENT FROM PANEL: 
Given the investment, 90 days without cause does 
not seem reasonable. 
 
ACTION/RESPONSE: ...

Formatted: List Paragraph,  No bullets or
numbering, Tab stops: Not at  -0.5" +  0" + 
0.5"

Formatted: Underline

Comment [CF32]:  
COMMENT FROM PANEL: 
Current language gives the ability for the contract 
to be terminated but what is the process or policy ...

Comment [CF33]:  
COMMENT FROM PANEL: 
Language modification. 
 ...

Comment [CF34]:  
COMMENT FROM PANEL: 
From an MSO perspective this may be 
unreasonable.  Might want to consider something ...

Comment [CF35]:  
COMMENT FROM PANEL: 
There must be a “reasonable” test here.  It can’t be 
ANY format requested by the provider. ...

Formatted: List Paragraph,  No bullets or
numbering, Tab stops: Not at  -0.5" +  0" + 
0.5"

Formatted: Underline

Comment [CF36]:  
COMMENT FROM PANEL: 
Not sure how we would word this, but under 
“Agreements” it would seem that the MSO must ...
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SSTTAATTEE  DDEESSIIGGNNAATTIIOONN  VV::    RREESSOOUURRCCEESS  

 

State Designated MSOs must possess the physical, human, and administrative resources necessary 

to maintain a high level of technical performance and business practices.  These resources must 

include:  facilities adequate to conduct the MSOs current and anticipated business volume and 

qualified staff.   

 

PHYSICAL RESOURCES 

 

 The MSO must have physical resources adequate for accomplishing the stated mission. 

 

 The MSO must have formal facility, or MSO contracted facility, expansion plans in place 

in anticipation of increased growth. 

 

PERSONNEL 

 

 The MSO must have sufficient, qualified personnel to perform all tasks associated with 

accomplishing the stated mission. 

 

 The MSO must ensure that employees receive effective, relevant job training to remain 

current in knowledge and skills. 

 

 The MSO must provide, at a minimum, annual job training that includes privacy, 

confidentiality, and security for all employees and contractors. 

 

 The MSO must maintain a record of employee and contractor compliance with the routine 

training.  A copy of the curriculum, and any versioning, must also be kept on file. 

Comment [CF37]:  
COMMENT FROM PANEL: 
Definition? 
 
ACTION/RESPONSE: 
Discuss w/ Advisory Panel 
 

Comment [CF38]:  
COMMENT FROM PANEL: 
Growth of a “facility” isn’t the only requirement 
and may not be a requirement as well.  What is 
more important is adequate growth of the 
computing and storage platform whether that 
requires facility growth or not. 
 
ACTION/RESPONSE: 
Discuss w/ Advisory Panel 
 

Comment [CF39]:  
COMMENT FROM PANEL: 
Language modification 
 
ACTION/RESPONSE: 
Modification made 

Comment [CF40]:  
COMMENT FROM PANEL: 
The MSO should also be required to ensure 
employees have a background check and 
government exclusion check (OIG Sanction List). 
 
ACTION/RESPONSE: 
Discuss w/ Advisory Panel 
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SSTTAATTEE  DDEESSIIGGNNAATTIIOONN  VVII::    SSEECCUURRIITTYY  

 

State Designated MSOs must have appropriate administrative, technical, and physical safeguard 

policies and procedures to ensure the integrity and confidentiality of PHI.  These policies and 

procedures must protect against any anticipated threats or hazards to the security or integrity of the 

data 

 

State Designated MSOs must comply with the applicable standards, implementation 

specifications, and requirements of the HIPAA Security Rule with respect to PHI.  State 

Designated MSOs must: 

 

 Ensure the confidentiality, integrity, and availability of all PHI that the company creates, 

receives, maintains, or transmits; 

 Protect against any reasonably anticipated threats or hazards to the security or integrity of 

such information; 

 Protect against any reasonably anticipated uses or disclosures of such information that are 

not permitted by the HIPAA Privacy Rule;   

 Ensure compliance with the HIPAA Security Rule by its workforce;  

 Implement procedures to identify what individual state health care security statutes and 

rules may have application; conduct a gap analysis with HIPAA’s Security Rules and 

deploy the necessary systems to ensure compliance; and 

 Conduct a gap analysis with HIPAA Security Rules and deploy the necessary systems to 

ensure compliance.  

 

ADMINISTRATIVE SAFEGUARDS  

 

 The MSO must comply with all Federal and State security rules. 

 

 The MSO must conduct an accurate and thorough assessment of the potential risks and 

vulnerabilities to the confidentiality, integrity, and availability of PHI held by the MSO. 

 

 The MSO must implement an enforcement policy that will authorize the MSO to apply 

appropriate sanctions against workforce members (i.e., employees, contractors, and 

vendors) who are not in compliance with the MSO’s security policies and procedures.   

 

 The MSO must implement procedures to regularly review records of information system 

activity such as audit logs, access reports, and security incident tracking reports and 

maintain/report discrepancies to the security officer for review. 

 

 The MSO must implement policies and procedures to ensure that all members of the 

MSO’s workforce have access only to PHI necessary to perform their work assignment and 

to prevent access to those workforce members who do not have a need to access electronic 

PHI.   

 

Comment [CF41]:  
COMMENT FROM PANEL: 
Is this an internal gap analysis or 3rd party 
review? 
 
ACTION/RESPONSE: 
Discuss w/ Advisory Panel 
 

Comment [CF42]:  
COMMENT FROM PANEL: 
Most of these things are covered in other sections 
above.  Why duplicate? 
 
ACTION/RESPONSE: 
Discuss w/ Advisory Panel 
 

Comment [CF43]:  
COMMENT FROM PANEL: 
I recommend expanding this to the applicable 
laws – such as Medicare security laws, NIST, etc. 
 
ACTION/RESPONSE: 
No action taken at this time. Federal would 
account for Medicare security laws (HIPAA) and 
NIST is a standards body not a regulatory body. 
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 The MSO must implement termination procedures for withdrawing access to PHI when the 

employment of a workforce member ends. 

 

 The MSO must implement and document a security awareness and training program for all 

members of the MSO’s workforce. 

 

 The MSO must implement and document procedures for creating, changing, and 

safeguarding passwords and/or other login procedures.   

 

 The MSO must have a process in place to identify and respond to suspected or known 

security incidents; mitigate harmful effects of security incidents that are known to the 

MSO. 

 

 The MSO must establish written policies and procedures for responding to an emergency 

or other occurrence such as fire, vandalism, system failure, or natural disasters that impacts 

systems that contain PHI.   

 

 The MSO must include in their disaster recovery/business continuity plan the following:  

that the plan is tested annually, what constitutes a disaster, a communication plan notifying 

provider practices of the disaster and escalation process, and identification of critical 

personnel who are responsible for conducting the damage assessment and mitigation 

process. 

 

 The MSO must implement and document procedures for periodic testing, assessment, and 

review and revision of contingency plans.  Testing and all appropriate revisions should 

occur no less than annually.   

 

PHYSICAL SAFEGUARDS   

 

 The MSO must implement and document policies and procedures to limit physical access 

to its information systems and the facility or facilities in which they are housed, while also 

providing that all properly authorized persons have adequate access. 

 

 The MSO must establish procedures that allow secure facility access in support of 

restoration of lost data under the disaster recovery plan and emergency mode operations 

plan in the event of an emergency.   

 

 The MSO must implement policies and procedures to safeguard the facility and the 

equipment therein from unauthorized physical access, tampering, and theft. 

45 CFR §§ 164.310(a)(2)(ii) 

 

 The MSO must implement procedures to control and validate a person’s access to data 

based on their role or function. 

 

 The MSO must implement policies and procedures, including a log, governing the receipt 

and removal of hardware and electronic media that contain PHI into and out of a facility, 

and the movement of these items within the facility.   

 

Comment [CF44]:  
COMMENT FROM PANEL: 
Plus EHR application services, communication 
and required network infrastructure necessary to 
provision services. 
 
ACTION/RESPONSE: 
Discuss w/ Advisory Panel 
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 The MSO must implement policies and procedures to address the final disposition of PHI 

and the hardware or electronic media on which it is stored.   

 

 The MSO must implement procedures for removal of PHI from electronic media before the 

media are made available for re-use.   

 

TECHNICAL SAFEGUARDS   

 

 The MSO must implement technical policies and procedures for electronic information 

systems that maintain electronic PHI to allow access only to those persons or software 

programs that have been granted access rights.   

 

 The MSO must assign a unique name and/or number for identifying and tracking all 

system user identities.   

 

 The MSO must establish procedures for accessing necessary PHI during an emergency.  

 

 The MSO must implement electronic procedures that terminate an electronic session after a 

predetermined time of inactivity. 

 

 The MSO must implement hardware, software, and/or procedural mechanisms that record 

and examine activity in information systems that contain or use PHI. 

 

ORGANIZATIONAL REQUIREMENTS FOR BUSINESS ASSOCIATE CONTRACTS 

 

 The MSO must require Business Associates to implement administrative, physical, and 

technical policies and procedures that are reasonable, appropriate, and required by Federal 

and State Law to protect the confidentiality, integrity, and availability of the PHI it creates, 

receives, maintains, or transmits on behalf of the MSO. 

 

 The MSO must require Business Associates to report to the MSO any security incident of 

which it becomes aware.  45 CFR §§ 164.314(a)(2)(i)(C) 

 

POLICIES AND PROCEDURES AND DOCUMENTATION REQUIREMENTS 

 

 The MSO must record and maintain the policies and procedures implemented to comply 

with applicable Federal and State regulations, and policies and procedures should be 

available to those that need access to them. 

 

 The MSO must review documentation annually, and update as needed, in response to 

environmental or operational changes affecting the security of the PHI. 

 

Comment [CF45]:  
COMMENT FROM PANEL: 
Recommend adding another safeguard that the 
electronic system must have an auditing 
component to know who has accessed 
information and when 
 
ACTION/RESPONSE: 
Discuss w/ Advisory Panel 
 

Comment [CF46]:  
COMMENT FROM PANEL: 
The MSO should be required to report any 
business interruption, cyber intrusion or data 
breaches to the MHCC. 
 
ACTION/RESPONSE: 
Discuss w/ Advisory Panel 
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SSTTAATTEE  DDEESSIIGGNNAATTIIOONN  VVIIII::    MMEEAANNIINNGGFFUULL  UUSSEE  

 

A key function of the State Designated MSO is to provide implementation support, technical 

assistance, and ongoing assistance to practices to meet the meaningful use requirements. 

 

 The MSO must conduct an operational assessment of physician practices for workflow and 

process improvements, if requested by the practice. 

 

 The MSO must provide practice with written recommendations to practice on workflow 

redesign within 30 days of an operational assessment, or within the time period agreed 

upon, in writing, by both parties. 

 

 The MSO must provide education to the practice and support where appropriate in their 

effort to become meaningful users of EHRs. 

 

 

Comment [CF47]:  
COMMENT FROM PANEL: 
What if the practice does not want this service? 
 
ACTION/RESPONSE: 
Language added. 

Comment [CF48]:  
COMMENT FROM PANEL: 
Language modification 
 
ACTION/RESPONSE: 
Modification made. 
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SSTTAATTEE  DDEESSIIGGNNAATTIIOONN  VVIIIIII::    PPEERRFFOORRMMAANNCCEE  MMEEAASSUURREESS  

 

The State Designated MSO will provide performance measures on an annual basis and provide 

each practice with monthly reports. 

 

 The MSO must conduct an annual provider satisfaction survey including measures on 

service offerings available to the practice, the functional use of the EHR to measure 

meaningful use adoption, and questions pertaining to support offerings including training, 

educational assistance, technical assistance and problem resolution. 

 

 The MSO must publish an annual report to share with the Regional Extension Center 

(REC), the MHCC, and practices on the results of the provider satisfaction survey. 

 

 The MSO must report on a quarterly basis the customer service inquiry numbers and 

resolution times based on the severity level of problems to the practices, REC, and the 

MHCC. 

 

 The MSO must report annually the number of practices who have implemented EHRs to 

the REC and the MHCC. 

 

 The MSO must use the REC established quality indicators to measure each practice and 

report quarterly to the practice, REC, and the MHCC. 

 

Comment [CF49]:  
COMMENT FROM PANEL: 
Insert “system” vs. patient outcomes 
 
ACTION/RESPONSE: 
Discuss w/ Advisory Panel 
 

Comment [CF50]:  
COMMENT FROM PANEL: 
Duplicates above. 
 
ACTION/RESPONSE: 
Discuss w/ Advisory Panel 
 

Comment [CF51]:  
COMMENT FROM PANEL: 
Should MHCC create the survey in order to drive 
consistency and comparability? 
 
ACTION/RESPONSE:  
Discuss w/ Advisory Panel 
 

Comment [CF52]:  
COMMENT FROM PANEL: 
Language modification 
 
ACTION/RESPONSE: 
Modification made. 
 

Comment [CF53]:  
COMMENT FROM PANEL: 
Should we define the “severity levels” so reports 
to MHCC are a reflection of objective criteria?  
Standards for resolution based on severity? 
 
ACTION/RESPONSE: 
Discussion w/ Advisory Panel 
 
 

Comment [CF54]:  
COMMENT FROM PANEL: 
What are they?  Goes back to the initial question 
about governance. 
 
ACTION/RESPONSE: 
The REC is a very unique program and ONC will, 
through the HIT Resource Center (HITRC), which 
will act as the main “hub,” prescribe the required 
quality indicators. 
 

Comment [CF55]:  
COMMENT FROM PANEL: 
No specificity on “monthly reports.”  Is this 
because ONC has not yet defined, should we 
indicate TBD or something along those lines? 
 
ACTION/RESPONSE: 
Discussion w/ Advisory Panel 
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SSTTAATTEE  DDEESSIIGGNNAATTIIOONN  IIXX::    CCOOLLLLAABBOORRAATTIIOONN  WWIITTHH  RREEGGIIOONNAALL  EEXXTTEENNSSIIOONN  

CCEENNTTEERRSS  ((RREECC))  

 

The State Designated MSO will work collaboratively with the REC to increase the adoption of 

EHRs. 

 

 The MSO must support the REC as it relates to EHR education, awareness, and on-site 

support for practices. 

 

 The MSO must agree to support the REC as it completes activities required by the Office 

of the National Coordinator for Health Information Technology and the MHCC. 

 

Comment [CF56]:  
COMMENT FROM PANEL: 
How? Define? 
 
ACTION/RESPONSE: 
Discuss w/ Advisory Panel 
 

Comment [CF57]:  
COMMENT FROM PANEL: 
How? Define? 
 
ACTION/RESPONSE: 
Discuss w/ Advisory Panel 
 

Comment [CF58]:  
COMMENT FROM PANEL: 
There is nothing in this document about the role 
of the MSO in state-wide HIE. 
 
There is nothing here about the idea of in-state 
employment requirements for an MSO. 
 
ACTION/RESPONSE: 

1) Discuss w/ Advisory Panel. 
2) See Section I. 

 


